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openssl rsa —in old_server_key.pem —out new_server_key.pem

(3) CDN @AGFREZWBAIFAR. WNE 3 FiBI2EITNERIFAE, XEFA
PXHRFERIRERATULESER, Rt CON 2L EESERRY.

————— BEGIN RSA PRIVATE KEY-----
Proc-Type: 4,ENCRYPTED

DEK-Info: AES-256 )

u0JsHOrt0KvV+Uw7RVILeOO0
KnXVYopkP31VzSSDOumFoy
yBS1Bov7IaZ+I/cMOMtUcY/1K2£frs
eFH1LpgZxo8)2XS/woeRuUZébuP&évLub
bIMZEJdAax+6Qx4RgxEEeQEUwvbierHBzY
RfcvZxx7aVKZMZ£ntE)1tWSqKbEQhsaAVZU/I4 1qwljAVBbDgSGIolUFPNY7
O0F9wTzCQ/usNtSIjKD+oHHV3iFAkDb4sUZ/syt3+ ] yMibIKvICCTPSIs+VFACBXW
TgyNuXEéTEuTOsRgkhbdON3gMSZAvZeZWVEme 0tQGiVRCoQeU7SpCyNnCéqaRSXna
VpYyyzLElssf776TASHEYO6pyJRWINSZKIXXHE 6wNL1eQSWgSQ3BZG4pKgysNb+Q
A€sz¥nmE10oPESRwubBsbMBZNFhDiQbCNiztx+wW55grKi7eDEBbRGpYhNEY1wxmS
ONGWKZpGxXFH1VSCycKo22WT+eHTpZvmBnp7v1lBE8x4DUcLleIiTwBBdgSdIda7tI/
i FDmD AN /Una28NA T TIMODAV. LT MuUThEan1 Thilanu 20w / AUNaahCfaalZUAD

E21nX4TvgDhtKinljIzIcmr6uKb3ME+kp7d+lr
hdu2zSheSVhmxBzJuvxbQOCmlVFppwP3£ft
k9x9X9mQ+81cGXmCd70kZTuSiwy2 jnM
/ipYceWfpUmbbckxNiS€ésHeZ2UUAD
zsnsGVIK/TKnATX2C90dMuCT4
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(4) EBEFEAEPENER . WFHK CAVGRMEANES, BBAZHIRNESD
BEIESHIER, M CDN EERNNEEEPENERBMTEIERE, HHEANA.
RSEBIUEBWME—, FEEBRE_H, PEFEEZT. BIE—LhEHEH
CA MRt T ARIAIBR 55 S (EAAVIET, T CDN 2EF Tengine i2{tARSHY,
ELtAF SR EERA Nginx XRAGEBRSRH O,

(5) CDN FY HTTPS AZETF SNI HALHAY. SNI BATEZARER—
BIRSHE FEREZS MEBIIFERK, M SNI EFEEEPinKIXERIVITETE SNIHY
SELAMREEB N2 AT SSLI1EK, ALt SNI FAMERIHE—ENEX, DR
IRARFE FAMERIRAN BB HEIZEK. SNI AT FERHRIRTIFHESE .
SNI 35 PRI e bR o

A ARIEFE HTTPS LIEERAE

THNERFRERN, D#E console IHE, WNREEZI Mixed Content &
iR, WIRAARN G REISEAY, XIEREEKR Hitps FITREE RBEMNEL Hitps AY
tthhit, ABEANE Hitp B9TRIR. SNRERY Hitps AIREE NN TR S hitp AR,
LREMEBAL R, FAEESENGEERESE, XMBERFEM IR AARIE htm
RS NNV R R MEAEEBXIAY https AY.

=
A o

Default levels v hidden 1

RS R MBARLR HTTPR

8 ‘. This request has  (index):35

style 8 portal index.css?z70'.JThis request (index):35




| CDN RIFRFNFAE IR

BT ASOFMNE T BIFTAFURINEEFFIZE T B I CIRMAR BRI %

RIFRFNFEARIEE S

RIFRTHRERIEIE3 URL RIFEL H RRIFIEKG, 1ZI0EE®= FAIAE CON T
REMNEFATRHSEERGITE, SAFBXE CDN BRIEXRREIFEN, CON=E
EORERI N RRREISGAR, FFREER.

(1) BAmiFHh<asiasinEr, BRI EREFmPE,
(2) mIFszHs URL RIFEFDB SRR .

(3) URL mIFh{EAIRS /9 2000 %5/ B / 8, BRRBIFHERRS7 100 1~/
B/ 8kF.

AINRERIBIER URL B KE, RIEH2EMRBINAIRIREEFZEI CON
TR, SRAFPEXEKXE, MEEEEMN CON ¥ REFFIRNEIEHIBEREIR, T
HHERERE, RIS RSEFRPE,

(1) ¥R URL 7, AiFE R,
(2) E— ID BRH\EFH* 500 > URL, BXEZREHER 100 £.

i [ #BAFEE | TILAESE " RIFT " sE " T
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CDN / Rl

CDN
HEEE ﬁU%ﬁ?ﬁiﬂ
i v RISFEE  RIFER
RIS
e ’ s ~
BEEE
RIR IR v
TERS -
P ~ URL e R | -1, 23S [7 k1

WAF

IEBARSS

IRiG LA CDN 2 ARYEEHh

CDN 2B E#ieBURT CON TRENEFEETHT, MREFREUE,
BB CDN #&#A=REBIEFEIE, EN CON HAMERIGEHEE T . MREFT
Y, BiAEPimiEKE] CDN BT R, CDN BANiREERF, MbBIREIREEIX
R, XPIHRFUREEFRVEUE, HMEEEFRNRERFERF FK.

SIRAFIRETE CON LEREEFIN, B4 CON ZMHTROIARYETF RN FK
EFR, RAREFMERNEBE 3600 2. MRAFAEE CON BREEFIN, BPA%E
FITHINT B 2K TR PR &N E TR,

FEIINRFILEH 7 HIR, FEFNE CON =HaXminErF, iEA CDN
A9 API/SDK =2OXRIFHER, —RIBXTRIFIZ 5 1PRE. NRZEFA API/
SDK &0, JUERE— 1B, [HE= CON SIAFREET Python =l
B, RBP4 B RIREFE TR FFIFRM, BT LIS IR E 1
1N

M EEFHUES 2ERITTR

£ CON =HI aRIF AR ERE [ RFCR | MTSEMMESIFT



26 > CDN RIFHFFRAE LIal L

K& FARESHPRE AL, RIRESERMT), ARG ESR
Ko T TS, BEMAESRIFUTIRE

curl -I 'http://cdnoss.xxxxXXXXxxx.com/test.json'

AR REMNAT

[root z /1# curl -I 'http: com/test.json’
HTTP/1.1 200 0K

server: Tengine

Content-Type: app'l'icat'ion/json

Content-Length: 42869

connection: keep-alive

vary: Accept-Encoding

Date: Fri, 25 Sep 2015 11:26:37 GMT

Accept—Ranges bytes

ETag: "58C44DFA895E9186EC4B9452579DC2B3"

Last-Modified: Fri, 25 sep 2015 02:08:52 GMT

x-0ss-object-type: Normal

x-0ss-request-id: 56052F6D41CEED37098700A3

via: cache53.12et2-1[0,200-0,H], cache60.12et2-1[0,0], kunlun7.cn22[44,200-0,M], kunlun5.cn22[45,0]
Age: 24

X-Cache: MISS TCP_MISS dirn:-2:-

X-Swift-SaveTime: Fri, 25 Sep 2015 11:27:01 GMT

X-swift-cacheTime: 3348

(1)CONZEFPRIADPA I PR (K TR)ML2 TR (ZRER), BXKE
MER: B ——>CDN_L1-->CDN_L2--> Fit, CONfJ L1 TRIDET
=, DWESERAFN, L2 TRoWmELDAKT, TLUE L2 T REFEAICRIN
TR, —PNL2YNBSD L TR, MHAINEERERE URL HAiEX/E, CDN A
L2 T miEN— if5, ERNFRMALIBER, KRENRREEFE CONAYL2

RES 0 =

(2) CODNHIHTTP A kER Via FE& (W1 EE), Via BBRIFESBoRER LT
IRE, Hppy “‘H” Rxasd, RANGCETMNE KT e, BIFHRAINT, &~
EEBLERIL,

(3) Via EFERHNE—E T RIS, "M” FRr—RKTKRELRBES,
[ KT e,

ASTALAYET EERFERAYRIRA /N FRAY URL 8. IRitRIMERE. EIRMSE
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(1) WNBISZARIR, CDNZ L1+L2 FUZRY, IS L2 D RER. RIRBA
CDN iR & pVEREERES 10 L2 TR, BBAfH— URL, BBAX 104 L2
TRAEENERGEEBRIDEIR. KXEHE, WREFTER 100 D URL, BB
B8 1000 MEREIBERIFL T o

(2) EFUULIRE , RAMAREFRNEREBEKRG, FHILHEEFRIEFRLA
tRE. 2MNTRFEHE, GURITESSHINRNEFER. HNBFRNRSETE
& 5M, BEX[REIFHM T X2 URL, EAKEXRE CDN BIFAERK, JRLLAT
oot i, IPA=SEH CON TEERBKIHE, SREHFHRKL,

(3) BIMNERZ RN/ E B ZDFRETE], ELanFE 1 4> 5M ISR
A— 500M RIS M4, BRETEIEEA—FE. tbanfaM 14> 5M B934, IRERTFa
100 4> 5M RIS, BRAT[E R A—1F,

ETFUILEIRE, RIERGAIEEERSR, EEEmSIER, SERATLIE
REMAYLEIR -



| S3UEMN! CDN hNiE OSS ZEHa{iss

B ANEZESNEE CON M0 OSS KRIE. NEEURELIa

ABE3 =
BT n:%x

OSS Rih EF@#EMNESHIFEEFSHA. B, MAEMSEMm/ M. HEIRE
RRAIEKInE)E T RS EIRES, CDN Xf OSS iRuh EAVEFSEIREITINE, JRih
FHRRERFE CON 9IEDT =, REENERBLRIRAARIAN CON BTLREE
EFHIRIR. MNE OSS R FEz. BBRIETILIZ®E CDN JliE OSS &iE

e ]

CON$=A CDNT=B

0ss ( ZF=6E0ESS )




SFURM! CDN hoik OSS e < 29

SRfas
CDN /& OSS HIfft 3840~
(1) APIAIEMISEE, @Y CON, BERBES.

(2) £ CDN &, BNMETF OSS EEApInIINRE.

(3) BRNEBZEFIHRIEA CON B mIRE, B MBS ERIERS, RIEFSHE
RRE.

—. WTREEFE R

CDN f0iE OSS Wyim & T, £ OSS B9 Bucket {5 7 Object, fEF CDN
INEREZ 5 18)1EEIAY Object HEFEFHBIAYIBAMA, »7iE CDN FRFEMRIFTIEABE
BB EIFThRASEY Object,

X2E A Bucket H9 Object E51 7, {8:2 CDN Hi% Object FE&EFKREHE,
FrLABRIAEHRIE ZEZERRIR. AP ILIFE CON EF7BmRIFINE. FRLLINEE
5, & Object &, OSS £E#RIH CDN LHERE, NMELINEEHITER
Bl . BTSSR OSS =65, XM Bucket Tk [ EHEE |> [ 53
S| RE, REFS CON EFEHRIF.

BESE b ] / WaEm @ mpgEss
L irb[‘ REER EW REEE FRAR)  EH ER] W) CIENE 20184128098 09:37
Bucket 7%
" HAREE | feHmnE
BOHERE s+
shi-test il # (] 1
HREE >
RREER AP R WESELSES @
RS ERER N _ . =
R FE 5 CDN M CON & EIRRIAT HTTPS 4 e
* ARGEE >
Ll ” EmE [ @) % CDN BHILER @ TRAE  HEMERE
#ESA WA > R i @ EHEE MANREE
REBSRE BENE= > FER KEf © EBEE  MEMERE
B N = BiE »  CON BHIAER © EBEE  HRELE
— 5 ERE »  CON BHIAER @ EBEE  HRMELE




30 > STUEM! CDN hmiE OSS Letgfis

= AMERRRERSS R T R

EFLE2EE, N2019F 9 B 23 HiE, #XZE#HERI Bucket, BHixlF
FB OSS 12BN ®, NEBEXKIAE OSS £iZ Bucket FYE F 28I, BP
mimetype AL E.

image/jpeg. image/gif. image/tiff. image/png. image/webp. image/
svg+txml. image/bmp. image/x—ms—bmp. image/x—cmu-raster. image/exr.
image/x—icon. image/heic, ¥ & & & #&: jpg. jpeg. jpe. png. tif. tiff. gif.
svg. bmp. ico. ras. dib. svgz. webp. bm. jfif. x—png. exr #1 heic A7,
Response Header & Bzl L Content-Disposition:'attachment=filename;'.
BOAXI S B85 O B 2R BU MBS, LA RNHIT T 8. BPERBEERIGIE
OSS #9153K, Response Header ARSI ELES .. BAARUT .

(1) 1B FHIRE Bucket SB4PE CDN MNiEEHZ, FIFBESWAE CON I0iE
o=

(2) WEHEE CDN EeERI[EIR Host IAFINIREE, MARIRIGEHE.
MRRERMER (BHE OSS YR ), M CDN BRI Host B2
OSS H®&, XHF2SH 0SS R[EEEH TAI HTTP ARLRSHIIREE T,

[ElJRHOST

[EBRHOST D

B XFECDNT RENRI 2 TR ih e RO WEBRR 552812

e H0R OSSHY, [EIR Host iR Mnikis &

(O]
O BEEE
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i RipE URL 2R 952 E T2k, NWeJaeE CON &7 7@l T &aY
HTTP 3k, ZZE CON =#l &R URL. B FE & OSS IFE X 4
BY HTTP k9 Content-Type BB B IEH, 1FHBIBES W 0SS U&=
Content—=Type,

= .CDN mni&SE OSS ECERY CORS Biaik
{%F3 CDN fiik OSS Einislkl, REEUEFEXIFNGS:

E—MFFpe) CON B, 128 kB =iz, 475 CDN EREI OSS AR
OSS iR[E T A% EELAY Respons Headers (58, #E# CDN E£FTFkKT. =
ENAFIp0E, RETERBK, BEMHBTF CON BERF, BEEZRIEF K
AR B LAY Respons Headers {8 EIR[E Y, SEAREHIEREN .. EILEIN
£/ CDN AN OSS i, BH#7E CDN AR EBEHGHN, Bifi5s%E CON 411
AeEBEZREL= (CORS),

g . CDN hhiE OSS &FiRiR[El 403 JRE5H

ATBHIE OSS HEsE, RIF OSS KIRIREZE, AL OSS #Y Bucket IR
RENAENIR, XERTES T ERSHAI URL XifE). R CDN NiE OSS
A9IpIE URL, A% OSS ERSHAVE, MES 403, XiPER T e LA =0 E
7z OSS FA%E Bucket [BlF1E1Y, HFFEFAE OSS Bucket BliREINfE, BPRTHR
CDN X3Er8 Bucket FIRIEINPR, CDN ZEEIRMEHESITE OSS NE =S, M
ma LI OSS EIEFHEKEEIR.

g LAEIT Network FIREY 403 153KHT Response Headers £ 8 EXEEXTNAY
HIRER, REIMINTFEIR, RBEFEFAE Bucket BIREZERAIE R Fihl0) T
OSS MESER. HE/TE, Bl CDN #9FAE Bucket BIIRINEEFN OSS AIEHSK
WLIEEINRER, TiE e,



32 > SUEM! CDN hiE OSS L2

You are forbidden to list buckets

403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine

Network | Per e  Memory

Hide data URLs XHR JS CSS Img Media Font Doc WS Manifest Other

40ms. 60 ms. 80ms. 100 ms 120 ms

Name

content-type: text/html
| |

Headers R Timing

date: Sun, 01 Mar 2020 01:31:13 GMT

eagleid: 7ae45f9615830262736958868e

server: Tengine

status: 403

timing-allow-origin: *

via: cache51.12cn2302[,0], kunlun7.cn250[9,403-1280,M], kunlun2.cn250(12,0]
x-cache: MISS TCP_MISS dirn:

x-swift-cachetime: 1

x-swift-error: orig response 4XX error

x-swift-savetime: Sun, 01 Mar 2020 01:31:13 GMT

x-tengine-error: You are forbidden to list buckets

Request Headers




| %% API 0% SDK TR

@N: [WE= CONEBETFEAPI O, BRTEHE, CONKBFARTZHF
KRvEO .. BRIFIEFRF SRR API, FEBEEWHk APl =%, @i CDN
R TZIES SOKIEE, HEEST SDK EAIRAE, LUERF T RFINEIREL
ZERMEAESR SDK. AFPTLUEE CON SDK T, F&EXEEREN. BAl
CDN #2#r9 SDK #0'F : Java. Python. PHP. .NET. C 8k C++. Go.

API &

CDN 89 API @ RPC X%, BRI LUBE AX HTTP GET i5KiERA API, 7
REBERONBEBRFMANENIERSY, BRAERASRELIEER. CON X
FETHTTP i HTTPS BiEa#HTIEXRERE, NTREBESHNEEMN, #HER
FRHTTPS BEBREBXK. HIRMHT APIRVEBMN, FERME T EMA Java.
Python % API A9, BARETLIZI AP ERH 50,

SDK iEH

BT AP ARZEERBEAAIUIEITESE, 2528 SRHEEHTEESZE
IREHALEEREA AP BB, AR ERESEH SDK kigMB#EO, SDK 23t
ET7E0, cBMTEEE, RAXBCHEESHNREN. AP aTLEREE OpenAPI
Explorer fizf70, BEZEOMESE=ITAINE, OpenAPl Explorer aJLAE
R SDK AHE =AY, &k SDK LUEER=ACIEEIT . ITE, £ APIHEOX
R " A IR AT NFIER, RESHUEEEMRIN T IS E RIS,



34 > %% APIEDOFSDK IES

=8 & BHimRt

i APl A OpenAPI Explorer >
LETAE RS, WD

EEIBZEOpenAPI Explorern E#SEITZEN, RATHEERNER, BITRNE,

OpenAPI Explorera] L B &4 B SDKAAB Rl

Regionld
EREH
* ObjectPath ®
&0 P e i
Area &)
. ) = PushObjectC BIFENS, REAESYH. I
Action Sting 2

ache {d: PushObjectCache.

REEAE

abc.com/ima  FUARURL, &= ahnEisa/mis
ge/l.pnginab  MIXHF.

objectPath String 3 -
c.comfimage/  ZMURLZEIBEMIETH AORE BiER
2png (n) B () 2308
B, Java | MNodels  Go  PHP  Pyhon  Net  Ruby
- domestic: (RREP. inport com.aliyuncs.DefaultAcsClient;
Area Sting & domestic . overseas: 23} (FEaH import com.aliyuncs.IAcsClient;
) inport com.aliyuncs.exceptions.ClientException;

import com.aliyuncs.exceptions.ServerException;

RfEHSH, TR, import com.aliyuncs.profile.DefaultProfile;
import com.google.gson.Gson;

i BOXEREHTEBZEONERD, MREMERE, TLURIERRAE
IXRBUNERRREELR/RR, WHAREEMMSEENAER, BSX
> CDN fEIR LR EEIRER .

EHeEEROSH

BT CON =4 &t 283 E A CDN #9 AP| # O R LH T CDN AIHE X 2
8, ERSFERITEBZEONSHERERNIE, JUBTENAEERE
HEXINEE, AEBITITHNINEEE Network XEREFERKART 4O, &
THA2H, XIEREERUESR—LTHRECHFFRIE. URIFINEEAM, £
BRI RIFINEERE FHTFF Network, ZAEHITRIFILIE, TTUABRIESHAEAT
RefreshObjectCaches %[, #F B Form Data FTEILUEZIEFIGABIZECO
REVSH ., BARTLUETENE—ME .
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CDN / R

CDN
wsmn R TR
S v RIFiEE  RMFER
RIFRRR
BiER R v
BEER
RIRT£R URL v

Network ~ Performance  Memory  Application Audits  EditThisCookie
rve log Di cach ine %
Hide data URLs (]l XHR JS CSS Img Media Font Doc WS Manifest Other [ | Only show requests with SameSite issues
up by frame
Capture screenshots
Headers P Initiator ~ Timing
Ml aliyun.5176.11785003.refresh.drefresh_cache_submit
M aliyun.67.66
Ml apijson?action=RefreshObjectCaches&t=1587307951

General
Request URL: https://cdn.console.aliyun. con/data/api. json action=RefreshObjectCachesé t=1587307951826
B apijson?action=DescribeRefreshQuotadt=158730795

H TB1Q14ROXXKXXC1aXXXXXOXKXX-44-50.png
B rprg?t=apitimes=1&page=%2Frefresh%2Fcacheata.

Remote Address: 106.11.248.144:443
Referrer Policy: no-referrer-when-downgrade
B rprg?t=apitimes=1&page=%2Frefresh%2Fcacheata.
Response Headers
content-encoding: gzip
content-language: zh
content-type: application/json; charset=UTF-8
date: Sun, 19 Apr 2020 14:52:32 GMT

CON / RIsfiFif
— RIFRTRFA

Elements Sources  Network  Performa Memory  Application urty  Audits  EditThis

Disable cache ~ Online ¥

Hide dataURLs () XHR JS GSS Img Media Font Doc WS Manifest Other | Only show requests with SameSite issues
i by frame
Gapture sor

Name Headers ~Preview Response Initiator Timing  Cookies
e A user-agent: MOZ1((a/5.6 (MACINTOSN; LNTEL MAC U A L0_L5_3) APPLEWEDRIT/53/.30 (RHIFIL, UIKE GECKO) LNTOME/6Y.6.395/. 103 SATAr1/33/.30
M aliyun, Query String Parameters
I apijson?action=RefreshObiect - action: RefreshObjectCaches
W apijson?action=DescribeRefreshC 58730795... | t: 1587307951826
1B TB1Q14ROX0XC1aXXKXXKXXKKX-44-50.png
W rpng?! 2Frefresh92Fcacheata
B rpng

Form Data

action: RefreshoObjectCaches

params: {"operateType":"refresh","objectType objectPath":"http://support. n/"}

roduct: cdn

umid: Yfd3e71f2fc140069e99a2480ad66430

collina: 122#ukDg14@DEEagy4pZMERYEIponDIETSNEEPT rEJ+/F3pByFQLpo74EDpWNDEEK51HpyGZpohBUDEEFOPPCTEEIponDIL 7gNpEPXZpIRgUAED+FQL pOGUE]LWindyP75d
60XNTprrySzkvNOKG2C502+1nYpPQEWSEKXuNX / F+4218WRCIMEVONb rg0SIpwAFqaP/dn5q7-+L3n8 LbFul 1ZK5wuHBUB2FTYwosqG7gxPSUNYTCUtgC2YZURtoAIppSimrhYTHE
DIDgM]B2a379+ShRCUKr XkmxeobHWABD rOZHUF1ILXnSpvhPwHPY73BguYRdbO3KBX] SD1+KUHzS2y 2PbEDtVZBCL6JATER2Z1pFV2ESpXdSX1uL IbKZCqOF-+UIN2 ryB fmaMvpDE
EELXZ80L1JDEEyF3mqW32E5pangpaul@EDLV rBCpUWBEEYBX tqM fpEpIRGWY1wgt71a9UGFS LEBSTnY f funk3phX2GUU43V1YRyuv] 04tDAMOADVUXVFWUys 1Te2ZJ6xBeUZxk9nd:
2P07nNSS5 fkb3MB6 fWt8551kaP2hj/1955+5aD3 lwbaR8Z01n4 1EDUL09FYa9/uTL IS ted LCZEc ] ulqCo7@daiV2V1 IRWC twdY ts2afcVeB2xvF/9Qe+ctYFQeiPe793kz2A 14  del
BVSOPYnBhoAGrG2tatvQtSobk+ifIx53ivITd9+asyv2Y16g40L rHEMMOSGEVHDY]szd0t+3XBue tBgHGXhNXWGS] UatpvWIK vzqdSxFpdR1s+dMV/24D51 081 +Q1T0eq/ Tbvnpe|
TalPCryTmtFIbscludZHUSAHqphsBLO3NZ3gtENZKX] oRh rQ7+MRR1sN2eNCS TiDI0VH+7BukndPXwdUPCABTOV-+BETXSGwkvBQI3HPXOFN r/BBOVGSDCqtaTud ] Kx2TtZbPTWI!
Nqre77Eq6 FATYL40USLI Hng9wspxoBNXBLS fJ1ViL ZcB]/8U2240Z10VNg51hKIPaQCER

sec_token: 9g2XMO43WR3ELhUMCNUEBC
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| RS —SF A NEFSPRERE NS

B AFEN Bk CON EfFas PRI, DT ke EFE
HUAR s REREMEAR, FedahREEER AT DN E.

RAZEGFEPERNENX

CDN ESSHIBNRGRANA, 2RH#FSRREFEEBREFiRRIEA CDN
TmE. BRIBEZRIEN, BEERANEFTRERE, BERETRIKAYERLER. 20
R CDN EfFahR[, W2SHRMLENK, BHSRRIHEERE, Fit, CDN
EFarENSREERZNAAFE, MRIERSNEFSPERBAT CON A%
OIRE. LSS CON EFaPREMNENRRE, BETNAUILRE, RIT
t CON BVEfranhER, CDN & RERAFHEFWPRMERETFHTE,

FREFWPER = CON EFwHIINAIFTHE / CON FrEiEKIBARIF T2
o IEREFWPER = CDN EfFaPaIERE / CDN PrERNIERE



ZER—F o NEFGRERRAETR < 37

CDN CDN / #iRistE
HEWE ﬁ II";
s ~

WERE  ERGT IBEREK HTTPCODE ~ HTTPCODE (EIiF)

fiel=e) EERE v 2PEE v

SER R

ReffE] BEHE v BEX | 7K | E30R  HEX H

Eoneri

AEEn

ReWR

R

ABEE

100%

TARS
RE[HF ~ 80%

WAF
60%
IEBARSS 2020-04-20 00:15:00

PApTa nas

WM ETF 2SR

HANTLUBI T NS s ETE= ko r CDN IR[EIRY Response Header, H
fh X-Cache FECRAIM AW P ER, BERTUsRIET N EEES =
Wr CON EF 25,

5 € [[oss. /1jpg
ii E' E\emmuwéanms Timeline Profles Resourcss Audits Console B
@ © W View 32 ™. Options: O Preserve log [ Disable cache
[Fitter | @I xR Script Stle Images Media Fonts Documents WebSockets Other
100ms 200ms 300 ms 400ms 500 ms 600ms 700ms 800fns %
Name Status | Type | Initiator Size |Time | Timeline P

% | Headers | Preview Response Timing
¥ General
Remote Address: 114.80.174.99:80
Request URL: http://oss. ' i.con/1.3pg
Request Method: GET
Status Code: @ 200 0K
'Responu Headers iew source

nges: bytes
onnection: keep-alive

Content-Length: 133457

Content-Type: inage/jpeg

, 22 Sep 2015 @6:31:06 GNT

D21D0C 389940081E034989E6010068 "

Last-Modified: Fri, 18 Sep 2015 14:19:54 GHT

Server: Tengine

Via: cache46.12et2-1[@,200-0,H], cache38.12et2-1[0,0], kunlun3.cnll5(4,200-0,M], kunlun3.cn115(9,8]
X-Cache: MISS TCP_MISS dirn:-2:-2

x-oss- nbj«l type: Normal

i

o
Accept: text/html, application/xhtmlexnl,appl $0%0.9, image/webp, */*;q=0.8
Accept-Encoding: gzip, deflate, sdch

Accept-Language: zh-Cll, zh;q=0.8

Cache-Control: max-age=0




38 > UEE—FSNEFGTEFERECD

7t Response Headers FEA, JUAEEFHINSKIIREIIVREE.

« Age: 73 CDNIREIFILERFEE, FRRIZXHAHHE CDN T — = EEFAINTE],
BUAY, AEXEFETTRLEAge FEASHN, HEXHFRRBFERE
XHHIBBRAVEIXIGIE), ELRIXHFRERF, T Age kEBFER, TBIEIE
L Age B O, REPK[REBEXHNET, BERTEFCSIH, FXLEE
EREMZER, SRR,

« X-Swift-SaveTime: CDN T = LAVERF RS (swift) RYEI[E], BIZXH4EE
+4REEEFEl CDN =t

+ X-Swift-CacheTime: CDN T  ERIITFEFNTE], Bl X4 aJLAE CDN
TREEFSZA, RIEXMHHE CON TREFNSHE, TEEESEAFE
ERIFET = 'X-Swift-CacheTime' - 'Age's

« X-Cache: "HIT" R RELEF, "MISS" RFHB R EXIZXHNER, BIR
BXK

At AT EmPERE
(1) BPIFBEREDHTER

NBBKRENEBKR, NLiExiss CON EF, SEFIFIHOIXLRERSHT,
BIREEBIHOAPRS S, ARSI EMLITAIEIEFIREILSE Fif .

(2) RuLREFREIARNEFR HTTP 3k

HRWGEE T LATMASKES, BMEEETEFMN, CDN BASINZRIRHET
&7, RAXLIMASLE CDN EFANPHILERRS.

e 1. B s—-maxage=0. max-age=0. no—cache. no-store. private # 3
'f}_ﬁ:]]o
e 2. B s—maxage % s—maxage=0,

« 3: B Pragma: no—cache.,
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WTE, JREuENEA T no—cache #1 private £%1 CDN Li%%&EF, X-Cache &
EZ A MISS, X-Swift-CacheTime 30, Xi1&ERFEZEIRIL KX HTTP M@k
5k, BT . .

sh-3.2# curl -voa http://ca t/ad_position/123. json
% Total % Received ¥ Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
] ) ) ) ) ] ] @ --i==il== ==le=les e=lesie- 0* Trying 140.249.61.211:80...
TCP_NODELAY set
Connected to I (140.249.61.211) port 80 (#0)
GET /ad_position/123.json HTTP/1.1
Host: ¢ i
User-Agent: curl/7.68.0
Accept: */*

'] ] ] m=lm=les melesles e=le=le- 0* Mark bundle as not supporting multiuse
HTTP/1.1 200 0K
Server: Tengine
Content-Type: application/json
Content-Length: 46
Connection: keep-alive
Cache-Control: no-cache, private
< Date: Tue, 14 Apr 2020 14:0Z2:20 GM]
< Set-Cookie: XSRF-TOKEN=eylpdiI6Ilp6TVpWV3FLajlGanFjROFqSHVDeNcIPSIsInZhbHV1Ijoid2E3YmhFckp6Mkt3UFAVMVM2ZWEpPONE14K3RMalhrRmOLU
WRXRCtFdGxJaSIsIm1hYyI6IjYOMDMANZUWODBhZDMWZmEXMDkwYTkOMNhYz1hMmFhNmQ3ZmIyYzY30TkzNzM20TEXZDYWODVmOTRmNWUWNZQ1 fQ%3D%3D; expir
GMT; Max-Age=7200; path=/; samesite=lax
< Set-Cookie: laravel_session=eylpdiI6I1hNZOEvck9EaORrZHpndGY4SUJ4dHCIPSISINZhbHVLIjoiWlILVjZBKOgVRU10QStkWX130HZ jbGIWUCLFYUIN]
MkdKMFdVWDY4UNhDeCIsIm1hYyI6IjhiMzRjYmJINTNmOTQyNzRkODk4MzEXNGI10TFmZTELYWUZMANKNZViNjhkMTFmZ jdmYWIyZTNLNTM3M;jQ@OTI1fQ¥%3D%3D;
02:20 GMT; Max-Age=7200; path=/; httponly; samesite=lax
< Ali-Swift-Global-Savetime: 1586872940
< Via: cache4.12cm9-5[560,200-0,M], cache9.12cm3-5[562,0], kunlunS.cn1596[571,200-0,M], kunlunl.cnl1596[624,0]
< X-Cache: MISS TCP_MISS dirn:-2:-2
< X-Swift-Savelime: Tue, 14 Apr 2020 14:02:20 GMT
X-Swift-CacheTime: @
< Timing-Allow-Origin: *
< Eagleld: 8cf93d1f15868729402755861e
<
{ [46 bytes data]
100 46 100 46 o ) 45 9 0:00:01 0:00:01 --:--:-- 45
* Connection #9 to host ceshil.iegee.net left intact

(3) FREMMLL Etag #1 Last-modified

% CDN RECEZEFHNET, WREFSERIREILA L Etag F1 Last-mod-—
ified, MIZEREXEAEEEFE CDN TR L, MAARMEBREACEIRE Etag
Last—-modified 2 & B¥#&E CDN LR EEFN,

(4) 2uEIIEARA EFFSINE

LULIIERBOIAE TSR, hSINRESREIRR . WRFEZEEFANE,
o BRIEEFSIMESIFREBXHGEE.. URI LIREZEAREE. W
REUEMNERREREFHFSINENER, WEHRENSMNERLN, SWINETD KRR

X
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HTTP 3Li%8 X—Cache. X-Swift—-CacheTime &=/, LU TE.,

sh-3.2# curl -I http:// n/1.html
HTTP/1.1 200 OK

Server: Tengine

Content-Type: text/html

Content-Length: 1144

Connection: keep-alive

Vary: Accept-Encoding

Date: Sun, 19 Apr 2020 17:41:36 GMT
Last-Modified: Fri, @2 Jun 2017 10:26:53 GMT
Vary: Accept-Encoding

ETag: "593a77ed-478"

Expires: Tue, 19 May 2020 17:41:36 GMT
Cache-Control: no-cache
Access-Control-Allow-Origin: *
Access-Control-Allow-Headers: X-Requested-With
Access-Control-Allow-Methods: GET,POST,0OPTIONS
Accept-Ranges: bytes

Via: cache2?7.12et2[26,@], cache2.cn590[35,0]
Timing-Allow-Origin: *

Eagleld: 3ad8761d15873180964265824¢

I CON Efras R T EIRE.

(1) RIFhETF, TIRESEBUIEINGHRETIE,

;

(2) FRERIB, 258 CON BREIFRS, shEaRAB T EED.
(3) CODN T Ripla#iiE, S5 CON DRElFERE, mhRaRINE FEid,

(4) EEONEE, TaLEHSTE,

CDN #Z#lafmitfEFmHRMNNZ CON L1 EMaeHE, LB L2 BHY
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EFHIEHDEMN CON TRIRE, FAASNREIREESE, PRLAESERY CDN aprh=
EST CDN =H 8 B=aIa =,

BYMEE CON IlREZRERR, ENREZREASHERLT, BMEMISS
SR URL A%, BEMahENRIHTEZMEKR, fal, R CDN ihEEZ—
HXPIMRMH T 10 N LLFIEAY URL, HepE—" URL IRi5 EiRE T no—cache,
SHAER, TEM URL IBEESTFAIBERT, ahRBNE 90%.

EZRIEBEEENERT, BN/ IATESHGPRRENBR, B5E—H#T
HIE:

(1) Ruh E4E7F Header iIREAY, siEROMER Header, W58 CDN BIE
EFNERERE, BAEXKFOEE MISS IKE, Emthx, BERESE513 ‘N
HFATETHRET BIHER,

(2) CON Z=HEBRET AEFNHN, BIREERIERIERIOFRENE
FAHER 0, HEXEE0LUE CDN BHEEE.

(3) Bihsh SN BER L, BHri CON FEZMMiEHESER, a0 CSS. JS.
HTML. B H. txt. YUAERIR, HXNEE5REPHP. JSP. B8RSR ELNEE
Z Cookie HFRRE=OIREIE.

(4) CON BYN0ER URL s B EZ S, Fla0 URL tthhik A hitp:/ XX XXX
cn/1.txt?timestamp=14378923, Erdhtimestamp EAE&, SXipEILESR
. CDN £#¥5E—XiniEAY URL, BIZBIARTAAY URL, £tz URL B2EFE
CONMEFHN, AFHTREERRBEXNNMEG, FXibEEERE MISS IRE.
BR timestamp £ =T 1k, FILEXIBEEHE— T EH URL, WEXEHRE

MISS IR, M=,

(5) th & REFHEIRERIFTEHIRLE.

(6) XHHEARE . FMEBHAFIHEEIR URL, BMEMESMEEFAN, B2



42 > UEE—FoNEFGRERRE N

\\\\\\\\

KEGREEILH, MERBILZVEFEZT R EHRIBEIIER, EREATE, HL
ZE*IJ_‘_J:EE AH%ZE%E’],MEKEE%%EO

FXLLENER, TLUEREE " URL . "EREZREFMN " "8 URL
TS " RN E TR, BRRESSIILL CDN Zi7a




I nERlE?! CDN #{Roth

E7: 35 CDN HIURERIE. HEXRTWSIEETCEREN, WRITEIHRE
BEWESERRESH, CON AEERMET —LL2HiPRE, AXEENENT
EEMBEREFRFEURNDTEM CON L2 HIFMEE.

AR5

CDN mEHLIRIEN, SENERHEE — LS LA SHRIREREN,
MRABUSH, MRAFETAENFERE, WRIBEREELEIEHERIR
£S5, FEEMUEFFImKEREERILAGF. BEZE CDN 2HAmERItT L

ERIADHT o

—. Mttt

CDN =HIaRM T BmEgitoth, B8a8t1 8D : PV/UV. Top EF W IP. iR
XizE®. SEHE. A Referer. T URL. #7TURLs (BIR). =ZHHT.
ARTUSHRBFAEE, NETE. RE. B2RRESHIEURIBEX
. ZEEPHE. ARUUBEREEERITSTEFRIREES. BXK URL.
Top BERREER. HhhEEDH Top EFIE IP LUK Top Referer 58, BiK
SILABUTE



44 > FEzsRtE? | CDN RS

CDN CDN / #it5if
7N VAN
HEEE Sitothe
i ~ - . : ; =
PVIUV Top&EF1IP WRFEER #1IReferer FAIIURL #AITURLs (ER) HEHHT
AL
2EEE v 2HEE v BRRE v | BR &K BN
i
gt e [ AR B R (BEE) v WRE
AEEN 1 Tm 247 GB 1281
BRWm 2 N Sk 188 GB 4235
3 10¢ 178 GB 3967
RIS
4 203. 139 GB 189
B 5 202 - 137 GB 687
IRERS 6 203 T 132 GB 922
BRI > 7 200 e @ 122 GB 10
CDN CDN / its#f
N
R Sitoire
nEREN ~
PV TopEFEP | WRAEER AIRL AMIURLs (B MEHHT
BRER
2PEE Vv X B @
FET
ey Refer W MBS ThlaRE il
53.34GB 90.972% 545301 83.069%
RSN
Wwy 78.73MB 0.131% 85081 12.961%
st serv. 1 1.57GB 2682% 4328 0.659%
BRI 438.49MB 0.73% 2660 0.405%
BEEE 801.51MB 1.335% 1801 0.274%
70.79MB 0.118% m 0117%
IRES
589.94MB 0.983% Al 011%
BT M J 148.85MB 0.248% 642 0.098%

FE: Referer 4 "-" MERTES Referer AEK,

—. BESH

CDN ZH8HNEFRRITDTRREESBLER, WFERRENTERIRESR
WEHTH, FEARRBEENNER, XFERTHEE CON ZHIIEERSH
EMEFIRAIRIEES. B8 CON IBEAIBES A, B&RESMEEE.

(1) BEKAE: BAFE, BEXHER—MRIER TERE 24 NTZA, BR

BTGB 24 /BT, ER CDN zHla, THAXTXH, BSHEXFRIZPES

HE T, aTLMER Linux as SR oM EE, HIIRTUTa<, EWipEEs+
HIIP:

cat [$Log Txt] | awk '{print $3}' |sort|uniq -c|sort -nr |head -10
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BREEN A LT LS iAIEIERT 10 A9 Top Referer. URL 58, BEI1EE%
HED .

(2) LS. BFHBRS, BARFE, BETHFE, BSREERTE
394, M= CDN BT SAEREMS, HRENNTINASIIHEEAS
S, FHTEESN. BYASHINA, BRELREATIEAISE, Bit

Zoh, BN ABHIENISE, EERENRELH, BENUSER— I FNS
B, ESESEIOSHEER,

Z2R5F

BESTHERRRRESIGE, TLURRIA TR RIZE R E

ElEIPHENE = —

HER IRefersds
oo ?

EcERefer®2Z 4

m i
I

WER JURLESHFE BeEURLER]

] ?

Py
1:.

PEar T i

!

£ +

(1) EE IPEEEE: BERERUTSHHIASEEREFAERSE P fthikino)
RR. MRBRENEXSIHOAVER IP i, 55 P it S HREE,
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(2) B & Referer i E: ZINEERRIE HTTP KM Referer FEE RN BR
FIRAVEZ I TIREMERE . CON XIF=M&E%RE: 088, BEER2URS
FOVFZ refer, Pi@EINRETEE1BIT URL BRI IAXT SRIE Host A9t 1 T3 R,
HpREZRHABR R —M4ERN, TUEER Referer IABBRIIGER
Referer IMAB&EE, BTN LAXHERKIEHITIRES

(3) EeESR =S MRTE P ELBRABREE, T1E25E IP 2SR,
LUE FRECESUXIER . STLURIESCRR I = B e NECESUXIEFIThRE, RERMITERA
5 IPipESuR BT R EEENM R BT, BITUXEEThEE, TR IEkRTTIE)
IZKUERIESR, A RmHR et

(4) FoE URL £1%: URL £ EERFRIFAF i SRR RIFELL =
TH&ER. BUB&ER AR Referer BZ2MAE R AT LARA—E0D #HE
mk, FF Referer BBTTLUAIE, Frld Referer B i A R A AW ERIPLL R R
Re Eitt, STLLRA URL ENARFRIFRIGRREALZ2H.

(5)BE UA 2HE 5, IJLUBITERE User—Agent BRZENH R EKLINTG
ZGHANRBIFNTE, MMmREI5E) CON BRI, 127 CDN % at.,

ZENNE

fIE = CON RAHAINNLEIRSS, HEEEMT LHEEINE, BOARRETI
THREN . PTULSAFPEREZKREREN, CON REZBBXNEFTINILTE,

FIHEMESBAFNERS, BR&ENPERE, REREFTBRIEELER
g, RtMrpir TIEF+DEE,

(1) XF CC W, aTLAEERELE WAF [0 Ih8E, A CDN WAF InEEA &S
RREERIMENR, BRILIFEIELE, BERREBEZMEIANRLE, SRS
BOEIEHIEENES; EIEAD EENREN, REMERED; BEEIENT,
ErX UL RFTRIE, RATTRB IR ERIEE NN,
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(2) IRFREFESWE, JLUREBSWSFRERER SCON RMZE
fNiE. SCDN (Secure Content Delivery Network), BIfiBZ 21867389 CDN
RS, IRMREMRNER, RESEMTT DDoS. CC WEHEMBIFIaE. EFRE=
TRFEITERESD, FRREFINGE, BEMAKETH, BIEENBAER
4% DDoS BRIEKFBIIRESH IP gk, RIFIRL.

Rz

CON BHEERIRESHAEREN, SFE—EMNEFIREK, FICEIIERIM
FENE e TF, BEHTLUED CDN FHEHTRINEEN = =i E1E
RERERM T o

I

Hms e RIESZITEN (5 98) FANFYFREBE RENTRRAE
Bf, ATHRIF CON &% e, iEE<BaT4%, EMNEKk<EZIEL, CON
BELIEMERSS, BEREERELHAFPTRNEE SR, BB T&E, TJUEEHE
BERZEE, BfESE T,

T EAMATRIEMLEEZSEIE CON MIE, SEa@iiziRig, Fit
B TR RETR X, XBETREZ2RE, EHIEIWRIELRER
E e RERXIEE .

—.\ mEEERERN

HENENRERS, BIRERRENRENRE, JURETRIEENT
ITRERRENN ., ZREATHEN, RABMEIBIE. BE. BMFHIEN
AR, BRIEXREER. ER-nEEta, fROReER [IRERS > [RERT >
[ FERE > [ SIZIRENN ], i%F~fm CDN LUGEREN. BIZEs*T CDN /Y
REMN, FEBESNEEEERENL,




| SESTH—EH(FRURMAINE

@7 £ CON MLELIEEEFEHIEERIGR, MEXxoiEfeE. i
MIGIRE . FRBREEE— N TOoEZNRE. AXNET CDN IIEpEIEN S
R, BERRNN—LRESSEENEREH—SHITEM R, BEAFES
RSB — P EIBWRIBE S XIC. RNNE T —LHBNEMZS, HeIXE0
A7 S LB RIRAI A R ICRRFTI o

‘ El=
B E R

4R A AR CON MU RMEEE AR RIRLENIEAIER, MERE
BOB B A RRE, WAEDITEME. ICMLEE. BRAFEE—

M oEZANIRHR.

SRS

IEFTIE “TAREHZE, W5ERHERE", THIESEAE], TH# CDN RI1ER
HADEE, CRENTEBRNAXBEEMDFERFENTRERE. BHEKiR,
CDN EZRBIENBRNEPEN—BEFNEFTTR, BRERSENZREHE
EEEAFINET =, HERAFNEFHEGKITEREBDZIHMIEN CON TR
aPZRIER, BOEIRER, BeMuSiheiEE. FLt, ERLEIERITERETLL
EEIFN AT L6

1. BRPmABRERER, tLiEFim Miwa 2. DNS BEEERE
EFiRE] CON TRZERIMERE, WEERS

CON T mB%E, MIREE

RIFEABLLRKR, SETHERGEN

CDN ElRRIJRuAET, [BlRREZEAE

o > D
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6. RIEASNINIRENE

BITEE—LEERKRIER, FMNTUE—LSBREFETON, BE—TIL
AHFELE, XBE—TIFEEZENRT.

(1) FELSEHIA T 22 NEFEIN AR, E2RENHIBAIAENE, 778k
E—1MbX . E—PMzEFNAFILEE. JUUEN—LEFRUFaERN, %
FafEE 17 0. FEFETUEE ‘=" BET FRUFEERRN, XLF
OLURER X R—IzEBNBRIFRUNEERT, BEEES.

1)

o MRRZBRABIAAIBIEAE, BPATTEIRAANAMEEREXM, R8s
FLER P URIKILE 0)ER

- SERFEREETY, WEHRERNAFIBEEE, MamhEERBE
FRFIBRIES ., XFERNE UERIZIEXANEEHMEE —EXEK, JLE
A—LRERFTE, BixttXKN—LRUTEXRN—T

s MRENAREFEIHIEIBHIEE, BIFRE YRR M E L
BESHENBR Y, EANLFAIERFER CON ¥ SsEMEHTEXAIMN
LREBRLIBIRA T o ELAN B IR X EIRIRRIAYS, BRRNEIEKNE LTiEE
FRUER, FHENIE, FEEREXATEERT

(2) A TIBENE BHNEREER CON BT

« NRZ A+ CDN EFHIBNK, BABAFECDN EIRET, EHit CON<EH
HIET R EMEFHIRREILGER, XMERMMREEEHAXRET

« MRBRBEDTER, BAFTBEEREREFE CONIET, EE2IRIENEL
127

BRI
(/8 CON hNiE, BT BRMMEMNIETS, FROHE T thEBEaKAE
1R WUKLLIER, FLEI LB A AL CON INEITNE, HAINESUsSE
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F8 CDN #9155, #ENEE T M EEMASK., [E = CDN B AT IR
{7 CDN BYE E18 RN B,

SEHEE
HAVANE—RFZEL HTTP BREELIT DNS fB#r ——>TCP &I —->SSL

EF (HTTPS FE SSL#EF) ——> BEF WK EBK —> RSB WIHNIER 19T,
THEHTTP BXRNIESEBTHRNERBRXNEDHIEE, EHESFimlEs
—LERRELE, BEYLUEEUTH/IRER

(1) BEZPiFRLEE R CON 3 IP

EEFIm ping IR, WIARSEMRERE CON, LUEEFHKEI CON
R BN ST SBRY, WEEERINM., SNRTIE ping B, MWEFEM—LHEIRIZ2
i1, BEARTUSERXENEEZE S E, MREFNN, WEEEH—LE=FAN
FAsRDEMZHT, U810 Android FFHNSTLAR “MEEH X", 10S aJLAA iNetTools,

(2) #E= i IP #1 LocalDNS

CDN B9 RAERIEZIRIEE FiwmAY LocalDNS ko EIEER, FHUHHAZH
ixfY LocalDNS EBREEMIFEEE, JLUEEE Fimih 0 X Mt kIREE -
i IP AR = Fis DNS: hitps://cdn.dns—detect.alicdn.com/https/doc.html

RERCAPIZHIR

HRERATFES . T B8, WHUMER.

EilfEs:

A3 Mozilla/5.0 (Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/79.0.3945.88 Safari/537.36
FUHER: Macintosh

HABES: Chrome

AR 000

Cookie 1,(* FR

o TR (RS 17)

Locals torage R  FR

FEER:

FI4 CON: BRI, St 3 3KEIM, Boh 3 KERHTIER
Assets CDN:  JERARTH

Detall WA FERAM

WENT: SRR

HEREET: SR

SORETL BRI

BAET: S

Local DNS 106 17
tmw 424 153

ttype: date: Thy, 09 Jan :39:41 GMT eagleid: server: Tengine fa: cache5.I2et15-1{37,404-1280,M), cached4.I2et15-1{39,0],
cz(h 1.cn879[44, muao M] coche.cr0146,0] xccache: MISS TCP_MISS dhm:2:2 11  orig resp o, org esporem 440 aror mm-savet\me Thu, 09 Jan 2020 07:39:41 GMT

WBASEIURL, ¢
URL: https://xx.com/a n m\ Load
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(3) #ZipIa)iE9 URL

STLAFT RIS B FF R E R, t#RE] Network #7& R, #WIA URL LUSEILATE
Network fRE R FEEINIGE R LB HTTP 5K, mE “Time” IAIUZERES
ERHAEE, EEAZMLEEKIET, HEXMAHEER URL

R BEBR T — ML NEN&REILREZ, SRAXEaErE —L
3F CDN fIRAI—L URL, BRMETEEFE—LIE CON EIRISOIE, ™
CDN AV RIREAE)IR, BEMEIXLELIE CON MR FIREINEIESEHE
MR NIERETE, FLRYE Time HEFRIBIAZIREMLE URL i5E1E T
REE,

(4) £ HTTP IERANE R LA Sk

BEIFOMEN HTTP 153K Name &, £ Headers #13& N oJ LIBEEIXRIEKAY

General. Response Headers #1 Request Headers {58, BidiBkLFMA L,
HNTUTHEXREREEE—NMESEK, 2EAnTTEFEER.
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MREFNAC 1B, WRE2EFNVUMERRNERT, XM —RAFYJESE
—LERNE, TLAFEFNAMSR, PCiEERR, XHEMTLUE PC LZEER

(5) & HTTP 5K Timing 158

Timing & PO LB ~RIFEAEZBMESREGEPIET SO MNEEEEE.
XIF Timing ERVEBNETUSET 0

.
H
E
n
E
n
[ ]
1
(]
1
[}
| 8

£ 7% CDN fIINRIRIE. HTTP ISRIENEMT, SEEEMKM—1 9L
o, REREBEEIINEFHRUNEE—LHE, EXSEIUXRMIRINSE
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—LERR T . NEHEAIRNE—LHEAREREA

Ffl— ZEPFixZEl CDN TRMEREFRE

B iR ping JIREZWEEIRK, EEEXE, XIMERFSLEZFiR IP.
EFimiY DNS LUK ping #El. mtr &EEE. EH CONBAET KB EFimiY
DNS ko EEER, RIBEZFU% IP. DNS LK CDN BRI IAERERE
Bid ping LAK mtr &E 8] LAB B4 HEIR LUK ERGERTE N & T =
XERERTBeE LT ER

(1) IR X iR EEIR

EEAn P ERBERIR A HARTE TBMNIT =, BB BINBFAEBTEIER. X
BREWFINEXEIRE RN “SBKINR",

« 905R CDN AUIIERXEEZENE “NFHEXRME, BAZEZAEREESREF
EXFER CON =, BINEALENEHEESEEEFRE ARG CDN &=
o MRMEXFEFHNZ ‘X (FBEPEKM)", BPAZSEBANEEERER
B5MY CON B, FEXEAFEREREEIMI CDN =

(2) EFum DNS REEIR

o PII0—NTRBHHAR, BT EGERI DNS, NaSHiZzAFHKiEEREE

CONTmE, FHEBIZEENER

o BIN—ATRBHNAR, BTIRINERHIN DNS, NWaSHzARHKIEE
EIE/RIERA) CON TR L, mIERIEERK T NEHE

Xihin = FE AP NE S E R XS T E R NIz E-ARY DNS.

AR, WRMEXIEF DNS REEH, £ CON EMSERBEMEBERET, M
WREENREE, IIHEEIEE traceroute Fl mir EEFRF—E12H T



54 > BELH—IGEFRIRMLIE

E=HI= EFwP=RE, SRECR

CDN ESSRIRIED RN, 2REHFSEREFEEBEFin&xIIA CON
TR, BRIHEZEEEN, ERAEFFRIER, BB BixhiERolizE,
R CDN EfFas P EAR, SERMENDK, FHFSRRIDENERE. Fit, CDON
ZEFwPENSHEEEZWAF AR, MRIERSNEFHEPEDNSIT CON A%
IR, JLEH XS CON e FRBIIBENRIRE, SENNMAYILILRE, X
it o BT LLE T CDN & [E] 9 Response Header £ /Y
X-Cache FEFKFITEEaHETF

Headers Preview Response Timing Cookies

Cache-Control: no-store, no-cache, must-revalidate
Connection: keep-alive
Content-Encoding: gzip

Content-Type: text/html; charset=UTF-8
Date: Mon, 06 Jan 2020 16:33:36 GMT
Eagleld: 7250bb1d15783284155045411e
Expires: Thu, 19 Nov 1981 08:52:00 GMT
Pragma: no-cache

Server: Tengine

Timing-Allow-Origin: *

Transfer-Encoding: chunked

Vary: Accept-Encoding

Vary: Accept-Encoding

Via: cache46.12cn1829[954,200-0,M], cache5.12cn1829[955,0]1, kunlunl.cn2364[3814,200-0,
M1, kunlun9.cn2364[3816,0]

X-Cache: MISS TCP_MISS dirn:-2:-2

X-Swift-CacheTime: 0

X-Swift-SaveTime: Mon. @6 Jlan 2020 16:33:39 GMT

X-Cache & : MISS &RARan %, ZRIRGER; HIT Ras T CON
A, BEREBEFEE.

X-Swift-CacheTime FE&: 2 CDN T = ERMISIFEFITE, BlZSU4oTLA
£ CON TR EEFZ XA, WRE 0 RRABFKRLEERF

BEA—EMKMIEHE DT
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(1) BRIBIEERIE, BRIbIaES:

BXIpRIS L ERARRIEENEEE, EAN%E—X CON BRixB%EF, ZE
IR, WEREFER [ 7 ] TheE, SRR EEMNFHREI CDN =L,
BREXpEYEESTET, ReMEE.

(2) KIWHEERME, XEHREARE, CON WEIBKRID L LGN TET

CDN T {EAFFBER CON AR ABMT REIR, Hit CDN E&ENET
MNWFRRTZRIRE CON LRV EFERKETE, REFY CON INLERE=RERIRE,

BEXHET R EHRIHERMIER, XEHRERE, RIZRZIR.
(3) BFECEAGHE, EFIETRE, CDN TR ElE.

« & CDN KREEEFMNES, NREHFSHRIRENTASK Etag #1 Last-mod—
ified, WiZEFENXMHAEEEFE CON TRL. MUHRESFERLEEXHN
MRSk, &% REIE CON B EZEF I,

« 2 CDON RECEEFHNWES, CON BHIRIANEFEE, EFNERE, &
KABIT 3600 ¥, FMEZIEMMETEBEIRAVIER, EINTLURELSE
% CDN iR B S EAEFE).,

o BRLALE T —Lomt REFAI Cache—Control FUIIRISLAT, BMERERE T
ZFHN, CON BASINZR R TER, EAXLINLE CON &7
MR ERES. LLTFE "s-maxage=0". "max—age=0". "no—cache".
"no—store". "private". "Pragma: no—cache" ffI{E—H, #ESEH CDN
TEER, FTERENEENXLMALK, tbalEink Public F8LAKER
HINIRISk . 2E Y. 1B E Nginx 75

(4) URL %241

IpERIER URL %2, FESHAMEN, SHAARA URL Xibe) CON AY



56 > BELE—EEFHRIRLILINE

i7{%, CDN £IAAXE—NinEK (BMEXFE N ARBH URL HELEiA8F T E—
X, #FRZXHEREFETRL), RELEBRENNMEKRNANE, BV

[ D220 ] Thek.

(5) K34 Range [al&

XITF LR, ZIFFE Range [BERMUILETR

= m&ERLIaE

IMRIBENENERE—PHEER, HEFIRHEXLHEARE, SXEBE
BiIHEAFIMRSS, MRS ENSEMTNIOMIBEIREAEF IR, XHART,
CDN A EF LI AIEIBAE, Eit CON NEFMETERTINESNEAE.
WFHEARER, CON TRRABEELKERERSS, REMERR. WRAFH
Rubsg App RFAIEREMERE, FIMBEE APHEOMTIME, TR

=

DVAES

(1) DB | BASE VR CON B & skhni®, HSERMBS— BRI
TR a4 SR 1)

(2) EFEFERAZLINERMENTIBK. FMIBTERIZE, SUEINENTHNEE
KRANDEZE L [TEAIIRBNI . FRIHENSIMERLA LR RIVEE 0]
AR5 2R IRUAIRENEE, @ — P IUERERAMLK, MNRIRLIRSS 384K S 00 M i E HUR
12, BBXMMERIEEFTEMIIRL.

S TREENR NS

IPEERNIBREB— M AEFHIBRK, HEE—1a51EK, CDN HEEIRLE
Y, MRFEAEAEREIFEE, WSSHELMNAREE. XMPERTUEER
#h%7E Host 2555 ZZNNURIGAIMNIRE . XMER—ART8EB LA TEIR

(1) RS EREPRE, ABAMRRELCRIE , EEAIRIGRYHEE . CPU FIAZIRN, 3L



RELM—Z@HFHRIRELNE < 57

FIRSEFARBRERE, FEEEMRS, IREMENENFEYRLT 5.

(2) RIEMR KR E, HEFE RGP RIBERER, LNhEXEAEFAIBER
CDN, MiRusERSr. BT CON BEIREIRIGEZERN AR, NRPREIESRHER]
IEHLURERE LN, RABRERSNRIFRNEER. RIMNzER, ME
FEEEREBRMEO, XL CON UFNRL ATz, CDN B EMIRIZIE
RN, EINEBELURL (RS + B ) BEZRIKRMA .

=R WuiETnEE

BAFEFTH—1 ML, SLFREERENERE RKE—MERUERS imRE—
html (BFEERANEK), NERZEEERUSE@ENT html LIEA S8 K1ER
MITERIE . css. Js FRIF. WRENZ—1MITBREEZFEFRIBEN, =
SHEXIEKERA R, CON HEOFELER. NRFLMAIERESHRESD
TnEtE, ZIBERTE Network T Pending ISIFLERTEILERRA . BREE G FERF
S LSEREH _HINGE,

XHERAEFRIEKIAEENTSR, ERMNISKRHMEERIERKR—E Pending,
FREHNEKRE T UREEAIESRIRRIRER NS ER T .

MREEFNENBR, XMERA “WKIA”. “17 0" FF&EXEWIE CDN
AR RS R I BN ER. EARNBIHINRIESE http:/{ Mutifs= ),
BARNFALFFFNI A 2E AL, FHREFIRN M LSL B — a8
HIEIE. REN URL AN — P EANESEIEN URL, BBAYLASS
PIIESSEN

ES Al EE) 15 8] SEN A 45 N
NRMuE MNEFAIRIFLERA, TLABIT IR EMEREZAYEAILLINGEE, 48/Nh
B3 ARARR, RBFINEMEMTE I, BRIEREERESIFIIASTRI. text/

html. text/xml. text/plain. text/css. application/javascript. application/x—ja—




58 > BELE—EEFHIRLILINE

vascript. application/rss+xml. text/javascript. imageltiff. image/svg+xml.

application/json. application/xmltext

Eht FEMXEESEHAFLGIOE

YRtz s, ERimE S, tHIIE—1 AR, EHRmBAREXE
ARRRAIESNERS, MKBRERFEES. XXMM RETRIRIMEE
BB B IZIXIEKEIR CON T REXE, BREHEL ZHEERFNXEE
ping B2, FEHIAEFimM CON T RZEfIMESIERER, HIMRIERFIEKREIR
CDN T IP aJLA4PEERiZ CON &b, a7 iR RA0E 21505 25 M 2R 4L,
1€ IP ttat#RpE CON T =AY IP BIE) . HED KR LIBRIE P XM RAE 2R
WLFERAIBHER. MRANIE, BEBZEKEEGPEF. NENZRED
UARE, AERENRERME—LD. MRLTEEMBITLUBTRRRTREFSEKRE
[IE=,




@/ AR CDN MiEis=ipe)fFHI 403 f81R, BEER FostEHE
ZhcE. CON ZL2HELIN RGN 403 £, CDN AY Response Headers iR
[EIRVERFEREBIITIR T1% 403 BT ARESIRERY, ASGFMANET CDN BIAYS]
& 403 FEIRMOJ A S .

CDN ipia)Il 403 BEBR FIsERU T UERSERY, FHITLFTFNES
B RERL, RS Netwrok IRE RLAEEFEREEN URL, EM 403 AIa)RE,
SRIGTE Headers F&%& CDN iR[EAY Response Header, BIIX/MEEEATT L
BX ™ 403 FEIREMH ARES B, ANSXIXLERMEAHE, UTEASHE.

D= AR INZICDN
denied by req auth: no url arg auth_key

CDNZSY Al i denied by req auth: expired timestamp

denied by req auth: invalid md5hash

PhESE AR X-Tengine-Error: denied by Referer ACL

CDNi3[7J403 denied by IP ACL = not in whitelist
IPERZHAH|
denied by IP ACL = blacklist

X-Tengine-Error: black ua
UABEZ ST

X-Tengine-Error: not in white ua

URLIEN# Rk request hit url black list

IX-Tengine-Bf-Error: non-existent domain

TRUAIRANI403 X-Swift-Error: orig response 4XX error




60 > 403EREAN? CHERBIREEEN

F8 P 7& CDN k£ & 0 7 3 8 & test.com, X [ f9 CNAME 2 test.com.
alikunlun.com, ZAERAN—LEMWAI L= LI a.test.com. b.test.com &
ERZHIREHNZE CON L, BRMER/FIXL "R =##iTE test.com.alikunlun.
com, XMIERESEH CON G 403, EMIRENT .

EFR: EEEAY CNAME REER —RIH=ER, MRFEINRIXL " REHE,
TR REZRIREGFIMNE] CON £, FEFEIRINA) CNAME ttBht £, 5§
EEBERAZERBNA, 2R CNAME 28R —Fi5=Z ER.

X-Tengine-Bf-Error: non-existent domain

403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine

CDN £ [calfliEEXRIEREHENS. SNTH. SPOTEEIR, FER
1= AISAE T ARSI RIBPA S R — S HEE R o

1. CDN HFET£4, ERXhraYi6iE URL EiEHENSE, SHIRENT

X-Tengine-Error:denied by req auth: no url arg auth key
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Network

403 Forbidden ’ >

Hide data URLs 5 CSS Img Media Font Doc \ st Other

You don't have permission to access the URL on this server. 80ms 100 ms 140 ms 160 ms

Powered by Tengine

Headers
General
Request URL: http: //
Request Method:
tatus Code: © 403 Forbidden

G ddress
Referrer Policy: no-re: when-doungrade
Response He:
Access-Control-Allow-Origin:

keep-
Content-Length: 254
Content-Type: text/htnl
Date: Wed, 12 Feb 2020 09:56:30 GHT

3a08761a15815013904382412¢

Server: Tengine
Timing-Allow-Origin: *
v 6. cn590 [, 4030051
X-Tengine-Error: denied by req auth: no url arg auth_key
Request Headers
Accept: text/html,application/xhtmlexm 9, image/webp, inag!

*3=0.8, application/signed-exchange;

Accept-Encoding: gzip, deflate

2. ENSHIH
CON AT, FHURL & TENRSH, ESENSHILH

X-Tengine-Error: denied by req auth: expired timestamp

Memory A Audits

403 Forbidden

You don't have permission to access the URL on this server.

Hide data URLs () XHR JS CSS Img Media Font Doc WS Manifest Other

10ms 20ms soms  4oms  som c0ms 70ms soms  oms  100ms
Powered by Tengine

Headers | P
1

Request URL: http:, /¢ /1.html7auth_key=1581500465-0-0-5fd217e44 187980244992

d377f1245e

Request Method: GET

Status Code: © 403 Forbidden

Remote Address: 3. 143 12

Referrr Policy: no-referrer-when-downgrade

Response Headers

Access-Control-Allow-Origin: %

Connection: keep-aliv

Content-Length: 254

Content-Type: text/html

Date: Wed, 12 Feb 2020 1

Eagleld: 3ad8762815815023

Server: Tengine

Timing-Allow-Origin: *

Via: cache20.cn590[,403005]

X-Tengine-Error: denied by req auth: expired timestamp

Request He:

Accept: text/html,application/xhtnl /webp, inage/apng, /

+;4=0.8, application/signed-exchange;

Accept-Encoding: gzip, deflate

3. £ENSHAI md5 HEARIER

X-Tengine-Error: denied by req auth: invalid md5hash



62 > 403 #iRELN? CHREEBIRISEE

403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine

/test.html?auth_key=1581502706-0-0-e826a9675eb94202700

RIRFE:

1. WIRAFEE CDN RU£IN8E, STLAE CDN ZHaXAEMN .

2. WIREMNSHR, BEFEMEN URL,

3. WNREMNAY mdb HHEARIEH, ZiNSEA CDN =hl eyttt Epas £ URL
RITELE CRIERE, S EEHRRISGERHERY o

FETIHEEDNRE, BELFr Request Headers 15 3k 3k B {9 Referer sk
AFEEBANS LW, FApEELRSE 403, £ CDN B Response
headers /9 X-Tengine-Error £i&[E] denied by Referer ACL., & 5EE
BaE o

X-Tengine-Error: denied by Referer ACL
Referer 2N T

- BER  BREANEEYEEDEIERNEIR.
« HEHE  REHRRANERAEHCSERRE, BRBELUIMMIERITIERIE
ZRIAEIR
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ERBNER8ER, B

JE R FFEAP—MTVERL.

1. BRLBgE® referer &k, BERiHZ HTTP 53K — R = referer
BYiEKAY, T CDN EHEXIEE T ARIFE referer, EIMIZIBEREH
403, SEWMTEH,

403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine

R, NRFERFS referer B9I53K, TLIESR CDN &#HlEa, B3N
RUNMEIZ SI8, %1% ipisE > Refer itk > (EXMELE,, A% “AIFEITN
eIt EEIE) &R URL .,

i WS IHEEIREARITAZT Referer 1510), XHEHRIE, BHRIEHERINK .

Referfh&5¢

Refer® () MBS
[OF=E-1)

B, BRLER, B-NEREIHRATP—MAER, BELEREE
HEBH.

www.test.com|

EREEFIRS M Referf®, XIFBEN, Warb.coms]ULET
aaliyun.b.comfaimg.b.com% .

SYFBTHIR SR B A FRURL
RVFZ RefererFBARICONEIR
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2. IRETHEAEARRE, (BRXLRERE, iBKLEBR referer AFREHRE
B, FlanainT =6, 2EEK8EE www.test.com, {ER2L[RiGIaIAIAT
(&, BERLEH referer L2 de.xxx.cn, RkEEZEE, Et 403,

Referfs &

Referst® () BB
© BEg

BESER, F—RERFHA—HARER. i
5.

A wwwtest.com

EREERSRS ReferE®, SIFERA, Marb.comm]ALEE]
a.liyun.b.comafa.img.b.com% .

SOV S 28 A2 B ARG R URL

S RefererFRIAFICONER

Network

Hide data URLs XHR JS C Img Media Font Doc WS Manifest Other

2000 ms 4000 ms 6000 ms 8000 ms 10000 ms 12000 ms 14000 ms 16000 ms

Name Headers
B test.html Status Code: ® 403 Forbidden

B aliplayer-min.css Remote Addre

B aliplayer-min.js Referrer Policy: no-referrer-when-downgrade

B bigplay.png

dragcursor.png
o Connection: keep-alive

Content-Length: 254

Content-T text/html

Date: Wed, 12 Feb 2020 11:29:41 GMT
Eagleld: b792121d15815069814975201e

Server: Tengine

B track
W track

B dragcursorhover.png

Timing-Allow-Origin: *
Via: vcache9.cn2208[,403003]
X-Tengine-Error: denied by Referer ACL

B setting.png ept-Encoding: identity;q=1, *;q=0
B volume.png Accept-Language: zh-CN,zh;q=0.9
e-Control: no-cache

Connection: keep-alive

Host:

Pragma: no-cache

Range: bytes=0-

Referer: http://dc.,
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£ CDN =Hlafk& T , SCFRLEIAY IP A SEEMN, SEHI
403,

1. BETY IPAZE, ZFHENERFRIP AEIPEZEE, §5403, B
FREEIT

X-Tengine-Error: denied by IP ACL = not in whitelist

403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine

2. BETIPESR, ZfRpanNERi P& IP EZ2RE, 85403, Bl
R

X-Tengine-Error: denied by IP ACL = blacklist

403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine




66 > 403EREAN? CHERBIREEEN

FE R
o 8] ATABRET IP B8, KEILUERIAE), WA 200, mAZ 4037

% XER—RBEREFIHESLEO PR IP BZREREMN IP A —HEH
fY. @WFEREFRAESSEO P, JLUET P TESE; BaLiEd M CDN 49
HE, A CDNRIHEEEHKXFIEK, CONHIAEEIERTEFiR P,

o 8 RIERBBXRWER, EESBERNE R IPEEIRBRET, 4R
EUHEIER CDN?

Z: CON fFEA—1PBRSS IR, TiEfEHIERimAERK CDN, CDN 8EMAIREE
E15KE] CDN AIBf{x, CDN RIFEENZEMWELAETIERNIER, L1403 I
IBEIRI),

. UA BEHZB BT

LB T UA 2EEE, User-Agent ZEZERNT .

o BEREH. BEHERA User-Agent FERIITL RO HETEIR.
« HEH., REAZBERM User-Agent FERBEIF B HBIERIR, HRBBELIIMY
User-Agent FEIIF KRB HBIR IR

ERBNERRER, B—NERSGFEF—MAER.
1. BEET UABER, ERiK UA G TESSENN, RENT

X-Tengine-Error: black ua



403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine

BIfEEEN < 67

Sources  Network | Performar Y Application
isable cache  Oniine
Hide data URLs () XHR JS CSS Img Media Font Doc WS Manifest Other

30ms 40ms s0ms 60ms 70ms. 80 %0ms 100ms

Headers Response  Timing

Referrer Policy: no-referrer-when-downgrade
aders

Connection: keep-alive

Content-Length: 254

Content-Type: text/html

Date: Ved, 12 Feb 12:08:59 @

Eagleld: 6521¢1c1581509330842231

Server: Tengine

Timing-Allow-Origin: %

Via: cache8. cn1907[,0]

X-Tengine-Error: not in white ua

Accept: text/html, application/xhtml+xnl,application/xul;q=0.9, inage/webp, inage/apng, +/
8,application/signed-exchange;v=b3;q=0.9
Accept-Encoding: gzip, deflate

: zh-CN, zh;=0.9

Pragma: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 05 X 10_15_3) AppleWebKit/537.36 (KHTML,
Like Gecko) Chrome/79.0.3945.130 Safari/537.36

2. BEEY UABRE, EPFirg UARE UA BR85IRE, RIEBWNT

X-Tengine-Error: not in white ua

403 Forbidden

‘You don't have permission to access the URL on this server.

Powered by Tengine

Name.

ance  Memory Security  Audits

eserve able cache

Hide data URLs () XHR JS CSS Img Media Font Doc WS Manifest Other

30ms 40 60ms 70ms 80 100ms

Headers | Preview ponse  Timing

Referrer Policy: no-referrer-when-downgrade

Connection: keep-alive
Content-Length: 254

Content-Type: text/html

Date: Wed, 12 Feb 2020 12:01:31 GHT
Eagleld: 65e21c1a15815088912236800e
Server: Tengine

Timing-Allow-Origin: *

Via: cache6. cn1907[,0]
X-Tengine-Error: black ua

Request Heac

Accept: text/htnl,application/xhtml+xnl, application/xn inage/webp, inage/apng, +/
8,application/signed-exchange; .9

Accept-Encoding: gzip, deflate

Accept-Language: zh-CN, zh;q=0.9

Cache-Gontrol: no-cache

Connection: keep-alive

Host:

Pragma: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozi11a/5.@ (Macintosh; Intel Mac 0S X 10_15_3) AppleNebKit/537.36 (KHTML,

Like Gecko) Chrome/79.0.3945.130

403 19 URL S RiFEARER, Bk THIRSHNA ( BEEEMEERS SR
ME) BHHRENE, XMERTEZLE URL £4% CON #ERHI0LbIE, BEiXH
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BRI EIERASIREEA, BIEHR CON MRNAETEEZNNE. REWT

x-swift-error:request hit url black list

X Headers Preview Response Cookies Timing

¥ General
Request URL: https:/
Request Method: GET
Status Code: @ 483
Remote Address: w W T

Referrer Policy: no-referrer-when-downgrade

 Response Headers
content-length: 0
content-type: application/octet-stream
eagleid: 8cf93c2215573852882697296¢
server: Tengine
status: 423
strict-transport-security: max-age=5184000
timing-allow-origin: *
ia: kunlunS.cn1597[0,403-4,M], kunlund.cnl1597[1,0]

vie R

:method: GET

spath: /cloud/index.asp

:scheme: https

accept: text/html,application/xhtml+xml,application/xml;q=8.9, image/webp, image/apng,*/*;=0.8,application/signed-exchange;v=b3

accept-encoding: gzip, deflate, br

accept-language: zh-CN,zh;q=0.9,en;q=0.8

cache-control: max-age=0

cookie: acw_tc=7b81495155701 1 117bb7acc7; Hm_lvt_B4c53553bleed7968b6c1778a3932182=1557015256; UM_distinctid=16a8596093646e-0005

_5a56d0cf3e2eeed8edacl8ca492e2829=1557021722
upgrade-insecure-requests: 1
user-agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/73.0.3683.86 Safari/537.36

+. iRihInR 403
JFUSNONL T 403 45 CDN, CDN B 403 RIAE . IRISIMEAT 403 218
T

X-Swift-Error: orig response 4XX error
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403 Forbidden

nginx 900 ms.

cachel4. cn1403 (56, 403-12

Pragma: no-cache

o RuGE AR

oI LASP EER—HFFE 403 IER, MRIREHE 403
RIER, HEEMRIRLEA 403 @, BIMNEE—RFEIEE, CDNAY
BEEEIRP RS 403 EiR. EIF HOST RIFEMNXFIHE, RiRE 7 EIR
EHEREIFVE IP tbit, MELNR HOST RE 7 EIRIEKiAEE)Z IP it FRYEMR
U

o RiEEMEZR OSS

NERIE Bucket BUIBRINREFABIR, B2Ei610 URL BigE™ L OSS HIFA
BEZ 2 (Signature. Expires. OSSAccessKeyld), Ft£ 5% CDN [aligiEk
OSS gUitEEARIT OSS FIENSE 403, IRE\EWNT

You have no right to access this object because of bucket acl o

XAEIRZEIFTE CDN 89 ThgE.
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This XML file does not appear to have any style information associated Eloren

with it. The document tree is shown below.

v<Error>
<Code>AccessDenied</Code>
v<Message>
You have no right to access this object because of bucket acl.
</Message>
<RequestTd>5E442803283AA338308DCT04</RequestTa>
<HostId «</HostId>

200ms

L]
H datasimage/sugixm,

NREIMANITIEIR, 12832 OSS fh&

PhEtEiRE .

You are denied by bucket referer policy

This XML file does not appear to have any style information associated ) EEE

with it. The document tree is shown below.

v<Error>

ageton axe denied by bucker referer policy.</Nessege:

<Request1 = Cr7EF</Reques L

<HostId>! -08s-cn-hangzhou. aliyuncs.coms/Host 1d>
<BucketName> :</BucketName>
</Error>

W datatimage/svgsxmi,

MREIMAITFIEIR,
BESER, HaA

Foix—iefER,

You are forbidden to list buckets

IRFEEEN

R EFFEFAE Bucket BRI AVIE)
CDN HIFAHE Bucket [BIRTIEEFD OSS HIEES M UL T E ThRE M SR,

Memory  Application

Hide data URLs [l XHR JS CSS Img Media Font Doc WS Manifest Other

400ms 600ms 800ms 1000 ms: 1200 ms 1400 ms.

Timing
wowny s aue

Headers | Preview Response
rwerror FoNCy: 10
Response Headers
All-Swift-Global-Savetime: 1581524995
Connection: keep-alive
Content-Length: 275
Content-Type: application/xml
Date: Wed, 12 Feb 2020 16:29:55 GMT
Eagleld: b4a37a2315815249958765096e
Expires: 305
Server: Tengine
Timing-Allow-Origin:
Via: cache49. 12cn182944,403-1280,M],
80,M], cachel5.cn1997 (84,6]
X-Cache: MISS TCP_MISS dirf
X-oss-request-id: 5E442803283AA:

ache36.12cn1829145,0], cache19.cn1997[82,403-1:

X-oss-server-time: 7
X-Swift-CacheTime: 1

X-Swift-Error: orig response 4XX error
X-Swifi-Err
X-Swift-SaveTime: Wed, 12 Feb 2020 16

orig response 4XX error

ELEAUREIRY 403, WFEZEE OSS HY

Network | Performance  Mem: Application
che  Oniine
A) XHR JS CSS Img Media Font Doc WS Manifest Other

40ms s0ms s0ms 70ms 8oms 90ms

Headers | Previen

sponse  Timing
Response Head

All-Swift-Global-Savetime: 1581526496
Connection: keep-alive
Content-Length: 289

Content-Type:
Date: Wed, 12

application/x
2020 16:54:56 G

Eagleld: 65¢21c2815815264965331128e
Expires: 305

Server: Tengine
Timing-Allow-Origin: %
Via: cachel7.12cn1829(34,403-1280,M], cache26.12cn1829(35,01,
0,11, cache20.cn1907(68,0]
X-Cache: MISS TCP_MISS dirn:-2
x-0ss-request-id: SE442DE09244123032CH
x-oss-server-time: 14
X-Swift-CacheTime: 1
X-Swift-Error: orig response 4X)

ches. cn1907 (66, 403-128
FT4EF

error
X-Swift-Error: orig response 4XX error
X-Swift-SaveTime: Wed, 12 Feb 2020 16:54:56 GHT
Request Headers

Accept: text/html,application/xhtml+xnl,applic: .9, inage/webp, inage/apng, */

8] 7 OSS 19




403 SEIREAN? LR

403 Forbidden

You don't have permission to access the URL on this server.

Powered by Tengine
Elements Sour Network Performance Memory o on Security Audits EditThis(
ach Online
Hide data URLs XHR JS CSS Img Media Font Doc WS Manifest Other

40 ms: 60 ms: 80 ms 100 ms; 120 ms 140 ms 160 ms. 180 ms

Headers  Prev Timing

content-type: text/html

date: Sun, 01 Mar 2020 01:31:13 GMT
eagleid: 7ae459615830262736958868¢
server: Tengine

status: 403

timing-allow-origin: *

via: cache51.12cn2302(,0], kunlun7.cn250(9,403-1280,M], kunlun2.cn250(12,0]
x-cache: MISS TCP_MISS dirn 2

x-swift-cachetime: 1

x-swift-error: orig response 4XX error
x-swift-savetime: Sun, 01 Mar 2020 01:31:13 GHT

x-tengine-error: You are forbidden to list buckets

Request Headers

WIFEEEM <

200 ms




& AOFMN B 7R CON LIS I 404 fERAVE WD),

BT CDN 1m&ELfE, HIiAIE 404 not found BYEIR .

/" R FRRE AR SRR HEIR

T EIE R 0ms 20ms 0 s ms  100ms
HE: HTTP 404, 0 ) | WERFE
. BHRELT URLHARIHSERS,
HRE URL: ftesthtm! Name
[ ]

B fovicon.ico

om , fittp: //wuw. aliyun. com

8.12¢cn1807(28,0], cachel6.cn1403[36,404-1280,

MRZ2ETRIEAN 404 g9581R, MoTLUET CDN /Y EHAERIL 404 89
URL, QD%E%D 404 B,‘] URL, UTL}&BE/ElE%/)\Jl_tﬁ%L}\A/ T\EEIT??_ @%Ej%g
BLUFMIREA,

RIS SEARFE
5% HrERREZE NG 404 89
URL, ﬁ%i}\/)?EE e 404, ;ZD%/J?JIE @] 404, 1@6%1A/J$l£5/])\1 ZEI:IZ_?_FT



=EREER 404 82 < /3

[ElR Host Bc&fEiR

@7 HOST 2%8 CDN T RfERIREES, FEiRELEIAERES . NREH
ZHENX CON T REFENH2INERIERIRSS=ER, WHEZEEMDREHOST £9
=LA, [BF HOST ikt LB EIE. MiRER . RiGEHMEE XS, a0
R[OFE Host BEEARXS, IRISLAIRA (AR Host, IRIGEXIIAN 404, 5511,
IREEFNENRE HO- ST FIX AT

o JRG: RERE T BIRITIEREIFIEN 1P ibik,
o ElE HOST: [Elf HOST RE T BRiEKIAIEENZ IP ttbht FAYBAKIL S,

R M E IR

1ZI8) BB KR T RIS AR 2 3F 80/443 #60, GIANIRN hitp IRS MK LS
8080, W#E CDN LR EEIFHOE, HEAREREXERKON 8080, BRE
AIDILIRFAEETAS, BNEENHROTEE.

() osstE#

[O}13

[OF -7

O EEtEEE

P HER BIREER?

1119 x bl
]
O 800

O 4430
l © BEXHD I 1 MR BENLERUEAECR4E80/44306 0, HTE

B BEXEOER{RZHUAHT TP EIR. WREFEAHTTPS

L ‘Eiﬁﬁmﬁl DUESRENEEEO, HRERTSRE,

®Os WEABEXHOS 2 AEWEMENEEIRO
HO3#50-65535




| 502/503/504 $EiRHEE I

@ HEFEAIER CON iR RipnfE, SFRmNEREEERIES
CON 9 L1 BTR(—ETR), BEESE L2 TR (ZHEHR), AEHEEIREERLL,
EitbanRipad 2 LIt ol aeis & 2 2 RN E G EEAYER. =5 CDN BRI
S ERWAIM S I bxx B9FE1R, EEB8IE 502 Bad Gateway. 503 Service
Temporarily Unavailable. 504 Gateway Time—out. REZ1E R FE2EA—LMET
WA T S TEIRIRE, ANXNEBT —LENNSIKR Sxx HIRORH S

Glbakin

81 7 B = CDN i i8] 4 I 5xx $5 1%, £ Mg i Y Response Header £ 9
X-Swift-Error FERSBHEXAVEIR, 140 forward retry timeout 2t& orig response
5xx error, EITA curl MiRai& NIE 28 Network FFAE R T IAEIX MEIGHEIERN
B8,

BEIXERRETLIIE oM, MREEFEE dxx AIEIR, BEMZE CDN AYEC
BEIRNEFRSERSHA, Ul RS @RS Z LA . “"CONEET
HTTPS [, BiRifiA3z# HTTPS™. “IRIsHET SNI 3, {EZ CDNI®H
FIREHE SNI” %, XLERESH CDN BAZEIFERM, AL 5xx EiR. MNRR
SO XEAEM, HECRSEREINA, BAB TR X BRI E i
EEBX. LR EZ 2 RIS CON TS IP BT, MESBINEXER
FFipiE) CDN 2&; EalifRmb NS RESE LR E R ER M e B RIS
EOMMERERSE, HEBBEEIN dxx AIER,



502/503/504 {&iRHEWEE < /D

[root@iZbplcd217ux@klkmxlmlbZ ~1# curl -voa http:

* About to conn to port 80 (

*  Trying 61.164.147.118... connected

* Connected to e (61.164.147.118) port 80 (#0)

> GET / HTTP/1.1

> User-Agent: curl/7.19.7 (x86_64-redhat-linux-gnu) libcurl/7.19.7 /3.44 z1ib/1.2.3 1ibidn/1.18 libs
> Host

> Accept: */*

% Total % Received % Xferd Average Speed Time Time Time Current
Dload Upload Total Spent Left Speed
] [ ] 0 [ 0 [ 0 --:--i-= 0:00:36 --:--:-- @< HTTP/1.1 503 Service Temporarily Unavailable
Server: Tengine
< Content-Type: application/octet-stream
Content-Length: @
< Connection: keep-alive

ift-SaveTime: Thu,
< ift-CacheTime: 158
Via: vcachel®. cnlS . s.vcachell.cn 00,608 ,504001]
X-Swift-Error
< Timing-ALTow-Origt
< Eagleld: 3da4931f15809946098452981e

) o o o o ) 0 0 --:--:{- 0:00:36 -f:--:-- 0* Connection #0 to host support.pier39.cn left intact

Closing connection #@

nginx XJF 502/503/504 BISEIR RN

nginxs1502/503/5045@ AR X

502

#define NGX_HTTP_BAD_GATEWAY 502 # connection reset, bad gateway (HTTP/1.1 502 Bad Gateway)

> (kevent() reported that connect() failed (61: Connection refused))

> (connect() failed (111: Connection refused) while connecting to upstream)

503

#define NGX_HTTP_SERVICE_UNAVAILABLE 503 # limit qps/limit conn/ sysguard

504

#define NGX_HTTP_GATEWAY_TIME_OUT 504 # connection/read timeout (HTTP/1.1 504 Gateway Time-out)

—. RihA @Rk T AR

CDN #EAM AT =, CON BEEANRMEMAENMNTIA, NRESHIEL
IP AMNATIK, imOABEsSE RGBS E#ET, W52 CDN BIRIEKIELE K
W, IR 5xx.

FEURMSEBROT .

TEuL LS ANE, MR ZSiE ping BB IP. ping MX&< . ping iBuf IP

—
N
~—

R uh i R @ e iR uh BRI Sxx $81R. BIAILATF A, telnet im RS

—
N
—
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Connection timed out
i) ANSRREuhm R ERYE 80, MM 80 ix125E: telnet JRuf IP 80

i) AR RuL I OB ERYZ 443, WL 443 i@ & B, NRIRuSwm O ER

eEEXKO, WtEEN kO SEE.

iii) aTLATE CDN #=Hl & KB ERVIRLA I FNIR ], ZAFANM host 4BEZIRL,
BERGLM EENL, E5E02REERAMNEREERMA Sxx, BATTLIZ
d/% o

Q) RLEENZEERE, BRRULBEREERTT, 25 CONBKIRIK
M. SJLAA ping 1 nslookup L EIRIGEZNBITEEIES. GIAILATZERG,
fig &R uh 5 =% www.a.com, ping www.a.com 1 unknown host, nslookup
unknown host 1 $& server can't find www.a.com: NXDOMAIN, FRESEFR
.

RIS E
pAVSESSY ossig®
P
REITEER
HE R 2IRMAR?

E

wm

[root@iZbplcd217ux@klkmxlmlbZ ~]# ping www.a.com
ping: unknown host www.a.com
[root@iZbplcd217ux@klkmxlmlbZ ~]#
[root@iZbplcd217ux@klkmxlmlbZ ~]# nslookup www.a.com

Server: 2235550
Address: 223.5.5.5#53

** server can't find www.a.com: NXDOMAIN
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—. CDNEE&T HTTPS EliF, {BiF#sAZHE HTTPS

(1) FuiR OB ER 443, BIREATIF HTTPS

£ CDN ZH 8RR ERE, WRRIGKOEEMR 443, N CDN EIRAY
IHER HTTPS BIREIRIGHT 443 i, REFEHFN 443 im0, BEEHTTPS
UEH. RRIEARZFEF HTTPS ipis), M CDN EIEARW, #KiE dxx. XFFXFIE
S, TLUEENRE A 80; MRS HEE 443 BIRMIE, BAREERMGAE
HTTPS iEH.

RUAEC B

RIGER () ossiF#
@ P
O TRustES
O REItEER
1P RER ZRMAR?

12Ot~ * v

i

| () 800

® 44310

O BEXIHO

44RO ENFRR, WRERORIENENIPRHS TEBRSZOER, BF
ZigEELFESNI, WA E EIRESNI?

(2) CON Be& T ERREENE, BRIRuASIF HTTPS 59,

I ERBEERINRIRERY “HTTPS”, M CDN 2LAHTTPS ElfF; thiliREEE]



78 > 502/503/504 {EIRHFE

RINRIRER “IREE", WHEFiwmZ HTTPS ihe)AYET{®, CDN @ HTTPS [ElE.
RIS HTTPS RIEIR T, SEIIARKW. X TXMER, FEXAMLIRE
[BIRTIEE, SiREN HTTP ElE.

RPN ERBECDR

E#EE%%’*I"J @® RKE

HTTP

HTTPS

LB curl sp S EEYIERRE M, idd< . curl —voa
——resolve dc.xxx.cn:443:a.a.a.a (dc.xxx.cn 2 CDN & & Z ,a.a.a.a 2i&

4 1P)

sh-3.2# curl -voa https://dc. cn --resolve dc.,
* Added ‘ to DNS cache
* Hostname dc.pier3S found in DNS cache

*  Trying 120.55.112.

% Xferd Average Speed Time  Ti Time Current
Dload Upload To F
) [} o -- 0* Connected to dc.pier39.cn (128 .34) port 443 (#0)
tificate problem: Invalid certificate chain
Q Q [ [ [ Q=== 0:00:03 ~-i-==~
onnection @
SSL certificate problem: Invalid certificate chain
More details here: https://curl.haxx.se/docs/sslcerts.html

curl failed to verify the legitimacy of the server and therefore could not
establish a secure connection to it. To learn more about this situation and
how to fix it, please visit the web page mentioned above.

el LUEKIA’E etc/hosts 4P ERRLE, AN AR HTTPS ipIa, LT
ZHIREE “IRRNEEARIARIEE", WRRASIEHTTPS 1AE),
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BHERT RN ER

WHEFTRERHEMN & e nHERENER (FIR: #B. BRASHERFE
B) . THREE

NET::ERR_CERT_COMMON_NAME_INVALID

BRI MTARAE, RN
Chrome IR 21, BIAIREGE

BRIXLE Google, IAFBIERMRFA

L
=

BEIREERE

=. REEFET SNI &358, B2 CDN igBEHRE “[BiE SNI”

CDN EIREEIAZAT SNIEERH, WRERVFL IP 48T T2 8=, = CDN
TRUHTTPS il a)EaRuEES, BFRBE® SNIER, SSHRILLELER
M HTTPS iEH, SHEIFREAW. EAXEMSHAEIR, —H#R2 503 Service
Temporarily Unavailable $&i%, MBEREMSIREIXMEIR, ETLIE CDN =l
aREFBEIR SNI, EIEFLEEE . BIK SNIBNELUREER £S5 X E,

[EIRSNI X

s @O

SNI cdngmt i=te}—=COM




80 > 502/503/504 fEiRHFE LIRS

M. IRELFEZERPA

RIGHIEX 22PN SR CON BiRSE,

BESE 10 PLIAIEE

5xx (B8R, KEEpER£RE 503 Service Temporarily Unavailable B8R, Bk

NiEEEYSEERN ) S ELIYE - =

(1) RIEARS B[R T Z2ARS, BRHT CON T =a9i48)

(2) RuGARSS BBECE 78 IP I IaLREPREI, 1€ CDN RIENR IP a7 7E IP

(3) RutFE=l. Z20. PPNEFZ2EE, =& CDN EE IP

(4) Buh Web RS HFEakiRS5 2184,

PIan~ Bl 2 — 1P LR B AIRy TCP #8HY,

7, MR 504,

sh-3.2# curl -voa https:// :
* Added uploads.qj.com.cn:443:182.118.16.174 to DNS cache
* Hostname uploads.qj.com.cn was found in DNS cache
Trying 182.118.16.174:443. ..

* TCP_NODELAY set

% Total % Received % Xferd Average Speed

Dload Upload

o o 0 o o o [ 0 --:
* ALPN, offering http/1.1
* TLS 1.2 connection using TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
* Server certificate: *.qj.com.cn
* Server certificate: Encryption Everywhere DV TLS CA - Gl
* Server certificate: DigiCert Global Root CA
> GET /image/20200312/27872_20200312182119_860.jpg HTTP/1.1
> Host: ug' com.cn
> User-Agent: curl/7.68.0
> Accept: */*

Time
Spent

Time
Total

Time

a a__oa a__o a
HTTP/1.1 504 Gateway Time-out
Server
Content-Type: text/html
Content-Length: 295

Connection: keep-alive

Date: Fri, 13 Mar 2020 02:01:16 GMT
Ali-Swift-Global-Savetime: 1584064876

Téngine

A AAAAARAA

Age: 0
X-Cache: MISS |[TCP_MISS dirn:-2:-2
< X-Swift-Savelime: Fri, 13 Mar 2020 02:01:16 GMT
< _X-Swift-CacheTime: 1
X-Swift-Error: orig response 5xx error
MAG-ALTON-UFLgLAT =
: b676109b15840648659935710e
{ [295 bytes data]
100 295 100 295 © (] 27 0 0:00:10 [ 0:00:10
* Connection #0 to host uploads.qj.com.cn left intact

com. cn/image/20200312/27872_20200312182119_860. jpg

Left

&IXinEE] 10 B aIEHRFUER BT B

resolve om.cn:443:182.118.16.174

Current
Speed
@* Connected to uploads.qj.com.cn (182.118.16.174) port 443 (#0)

0* Mark bundle as not supporting multiuse

Via: cache2.12cn1733[0,504-0,H], cache26.12cn1733[1,0], cache2.cn1280[35,504-1281,M], cache?.cn1280[10069,36,504001]
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f. RuGEA XA SE CDN EFEER

CDN [EFEEFEANERRTE, ME TCP & 10 iR, tEHTTP / HTTPS
2 30 PiBRY, HEBATERTEMERLRILION EE B ESIRE S5xx iR, BER
CDN [ElR#BrITSEMIBR, LM 504Gateway Time—out $8iR. TJUGEIRIEE
WA AR RS, WNREE 30 ¥, FEREIRWEMRSS, MHREAVIEDEEE,
TiRIRILIR BIE KA EEHIE— MG EA, SI/MBTTLIERIEIER CDN &89
OB, MBS E R &[0 Ri5 KB iE,

BIEXAERENENEERRE HTTP ZEHAVEBITETE, MR TCP 2
EHEEEN, BBAXMREZAEN.

BEXERFBEINAEMAEE—LHTIBFRE, LNBEKRIENER. HUE
e, ZOF, REGEFE—LNTE)., XEFBRZINRSFER CDN Ayuh &R ans
DEULE, FSRIRA CON MRE®, HERRERBRSGES, EAMRIREN
Ntg, B hBEIRDRELI 30 MNLATIEMAAYIER o

75 BIROERS NS S E

ElRFEBEERSEAY CON BIFEEE, ML 5xx fHiR. HlaREGLERI,
PEXEAAFAIBEIE, 50 EEIFEAXMER CON TR, AEFEKXERY
CDN T REBRERE, LIRFRIIIREL; FeE REEREXK, RIMNEFIHIE
AR R SEIBKEVRZIMY CDN TR, =5MI CON T REBRiER, BlIREHEAM
AYIRLS . BT CDN EIREREBEAKN, XGRS REIBRER, FEEERTER
R OURRINEEBRIERE, FERFE—ENITRERR. &5 —MERERIE
MANERIMEZE, SRIGUNERIRE

BEIXMEE CON EENMICERELLR K, A CON R2RETH=,
EERSS, RIEREHAMAINELAS RIS UAIRLES . 3T R URERIERE, iYL
LIRS X TEBIREIRAYERE, @iINJi CON fVEFamTE, REmDER, B
1§ Sxx bR, SiEFRFEREINEL + ERIREAIIRIEE




82 > 502/503/504 {EIRHFE IS

E-EEHSIE RGP ER, RN —EBNNIER, JUBEEREIIE
AENSINE, HHSINRETEERBRANNEART, HITHBERR, EBREEDR
B2, SE—ENNHER, BRF—ERETEMALLZE M,

EE
=2 4BE Host 121F

RItTFEL 2 HIFERR SRR CDN 52 503 fEix

[BlFEIEREETETE)

£/ CDN fEifioltg &gz “504” Gateway Time—out" f&i%




| IRSS2BENTEREIA? 508 HEIRAIARIE

f@77: 508 Loop Detected 2EIF$H1R, CDN AYRuA %= A~5eE CDN MR,
BN ETEES |2 508 EIfEIR.
alRRA =

FAF{ERME = CDN MIERS LS HEIM 508 $&iR. FH1EKE—T, Http_
code 508 HIENX. .

The server terminated an operation because it encountered an infinite
loop while processing a request with "Depth: infinity". This status indicates

that the entire operation failed.
Source: RFC5842 Section 7.2

PR, RSIEELIEBRITENILER, WIKERTBMRIERM,

X Headers Preview Response Cookies Timing

v General =)

Request URL: | . I i
- L] ] L L] L - » " R N -

Request Method: POST
Remote Address:
Referrer Policy: no-referrer-when-downgrade

v Response Headers

content-length: @

content-type: application/octet-stream

date: Fri, 13 Dec 2019 15:01:05 GMT

eagleid: 249ed89915762492648765095e, 249ed89915762492648765095e ]

server: Tengine

status: 508
timing-allow-origin: *, *
via: cache22.12et2[,0], cache26.12nul6-1[46,0], kunlun8.cn547[72,0], cachel3.12et2[800,0], kunlun5.cn1568[11
23,0]
I x-alicdn-da-ups-status: endOs,0,508 I

v Request Headers
e |
:method: POST
:path: J0eXAi0iJKV1QiLCIhbGci0iJIUzI1Ni]9.ey]1c2VyX21kIjoxLCI1c2VybmFtZSIGI1ZIRSISImV.
CI6MTU3NjgzMTQyNn@.ZVbiFMfyu2s7PSpwMCZ4xadKa_fZRIXkAlavdCMupuk

:scheme: httns



84 > IRST|IANFEEIR? 508 HEIRAIRE

)RR ik
M _ETEHI CDN g9 508 #2128, oJLIEZI CDN iR [E]1#Y Response Headers
B, x—alicdn—da—ups—status I 7 508, eagleid MK T HENME. BEBIT,
—)RIBIZ CDN MIiEMIESK, eagleid RSIiERE—1ME, BFE—IMRIXKIEK, &
XN, eagleid IER T ZMME, RBBXMEKRTTE CON BER T, SMX NS
AIETREIRA—ARBE AN T RAMEIR :

« CDN g9RuA 22722 CDN EANERAY, tbin CDN AYRbE =B ERT —1
faIEE CDN 1%,

+ CDN RYRISE —LAIEAEEE, =8 CDN IREZANIESRKAERBIH—
EFIE CDN ANEAYEE .

XEBEFE, RAFENEDR: ZPim -——>CON-—> Rih, MR Rt EE
7 CDN #9i&, M=ZAL : B ——>CDN-—> JRif ——>CDN-—> JRuf ... LULTE
W, XMERHMTESHEIAIIER, HIM 508, CON =RASHEIRE], Ek CDN
AYRIE A BEEEFIE CON iR, X E—TPIFRAELAIERIE.

BIMEBE—MEMF L, TUEEIE Host 2Lt XM, BHEFEL
CDNifa), #AfE&IRERI Response headers Mk, E2& %A CDN B4k
header 3k, —fRHE%E Via kM TIUT ([IE = CDN IR[EIA header E2H Via
%), TEETE, REFEDOREAIHE, RibiRER header k#5 CDN %
BHY header 3k, BE#LiRBRIRIEHIER CDN AI2%E.
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X Headers Preview Response Cookies Timing

v General

Request URL: | i

Request Method: POST

Status Code: @ 508

Remote Addrem

Referrer Policy: no-referrer-when-downgrade

v Response Headers Viask

content-length: @
content-type: application/octet-stream
date: Fri, 13 Dec 2019 15:01:05 GM

| eagleid: 249ed89915762492648268895¢, 2492d89915762492648765095¢ |

server: Tengine

status: 508

via: cache22.12et2[,0], cache26.12nul6-1[46,0], kunlun8.cn547[72,0], cachel3.12et2[800,0], kunlun5.cn1568[11
23,0]
I x-alicdn-da-ups-status: end0s,0,508 ]

v Request Headers
- .

:method: POST

FalER

CDN iFmniE=a9etE, CDN Z=H e ¥y, MRAFESNRE = SME
CDN M =a9E, 2EERE. BE2ERMIBERER CON EEELEER, &
ZRPNZXER.

« AFEEMRER A RURLEER 2 B, LEiTE® B k& CON i, Eit
&= A BRSS LAECEMT . BREEMNLE, BARKER B Az CON
Bl V) 1S

« AFPECERYRUGAE CON, EBERIRNSM—EAE, flans=E, € CDN
PR EEEABRAIER S 5h—1 CDON ik, XihfER CON BE27TiAE

EIESUE=SS
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IR

RISEZRcdnfiEE, EBBARMIRIE.
Requestld: B659B983-F64A-48A4-8527-9CFC12B74C7A

HE




| EEQREIL? =N FiERE

@ APEETE= CON ELUMINRGE, FRANNEHTIHE, LIE
EMINRET SRR

CIETpas

BB TPIE = CON siE b NERfE, ERANEEHTIA0, SN EIRER.

XXX XXX XXX BREEMANRES %,

=Bk Cookie.

ERR_TOO_MANY_REDIRECTS

=]

ZMN T EIESEIEE
www. BN om SISEERRREITE,
=375 Cookie.

ERR_TOO_MANY_REDIRECTS



88 > BEMXRHMIEL? =AHERE

=S

RISFFE T HTTP EE[E HTTPS #YTh8E, FH CDN Z=Hla iR &E/IEIR
i[9 80, AXIERT, BT CONERwCA 80, EFIKAICZEI HTTP
W2 HTTPS ij3i8) CDN fili& &k = 8%, CDON fEEIRRIEHEERZER HTTP i5KIR
uh, RS RARISHY HTTPS s2HlBkeEEE, ARRSEXK CON Efrkis—
HTTPS RYIEXK, B2 CDN EIRRIIHERLASAE HTTP BIFEER, ARBEHITH
%, LU, fatdikREEEM0, RERSEHIRE.

StmdiE

1. FTAFNSSENFEERER, IRE Network 175, SAEEFHOLIRLL, &
WHIMTR 301 EEEAIER.

2. A HTTP hGhElRmE R TN, #WARGFET HTTP EEEE
HTTPS #YZhEE, FE#IA CDN i=#la LA EElRiw7 80,

RERTTE
AN BT ZMRRTTE, BRBLMERIERRRT X,
Fik—

BRCDN 245, tH=EENESERREENNNERE, RERE Bk
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&, £ CDON MElRimiRES 443, FRE #E. REN 443 iwOLAfE, CON [E
IRITSLA HTTPS thiliEkiRLs, MASARISAIRSIBEEEE.

) oss#
@ P
O musEE
O RBOTHER
RER SBEER?
x v

O sotn
© 4430 ERIECIRE
O BEsuRO

443MOELFR, NRELTFIERBEMPRES MEBBSOMR, BH
EQEEIASNI, MAREGLRSNI?

k=

B ERREERIRE N “IRFE” . RENRBLGE, RitAR HTTPS EEMELL
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cn, tom t e W o i 11.48.155.242
T4437TIT.48.155.747 to DNS cache
was found in DNS cache

Trying 111.48.155.242

TCP_NODELAY set

Total % Received % Xf Average Speed Time  Time Time Current
Dload Upload Total Spent  Left Speed

0* Conn: L0 (111.48. 42) port 443 (#0)
ALPN, offering http/1.1
TLS 1.2 connection using TLS_| A_WITH_AES_.
Server certificate: *.shixunbao.cn
» certificate: GlobalSign Organization Validation CA - SHA256 - G2
tificate: GlobalSign Root CA
customer.html HTTP/1.1
Host
- User-Agent: curl/7.68.0
Accept: */*

Mark_hundle_as_not_supporting multiuse
HTTP/1.1 301 Moved Permanently

Content-Type: tex
Content-Length:
< Connect
Date: Mon. 20 00:17:53 GMT
Locatior t i #/cysfome
SEFTCE-Transport-Security: may<age~31536000
< Ali-Swift-Global-Savetime 158056907
[0,301-0,H], cache70.12et15- veache: 301-0,H], vcache8.cn1890

X-Swift-CacheTime
Timing-Allow i
Eagleld

{ [185 bytes data]
100 185 100 185 0 M
* Connection #9 to host ww.shixunbao.cn left intact
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